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CTEMA BYLEOHABNOAERKA NOA
PABJTERMEM T10 MACROSCOP

CucreMa BuneoHabmoneHust [lepmckoro HatmonansHoro VcenenoBatenbekoro TonmTexHuyeckoro
VHueepcuteTa (ITHUTTY) Bkmouaet 6onee 300 [P-kamep Mapok Axis n Hikvision n Tpu cepBepHble

rathopmbl Supermicro. [na obbennHeHnst 060pynoBaHUs U YTIPABNIEHNS CUCTEMO UCTIONB3YEeTCS
TiporpamMmMHoe obecrievenne (I10) Macroscop Bepeumt ST.

PUC.1. ¥
Pa6oyee Mecto
0neparopa CUCTeMbl
BYUJe0HabMope A

INPU4YHHBbI VCTAHOBKH
CHCTEMBI H PELLIAEMBIE
3AIO0AYH

B crarbe 41-ro 3akoHa 06 06paso-
BAHUU U PSAJi€ IPYTUX HOPMATUBHBIX
aKTOB 0003HaYeHa HEOOXOTUMOCTh
obecreanBaTh 6€30MaCHOCTD 00y Iat0-
LIIUXCSI BO BpeMs IIpeObIBaHUS B y4el-
HOM 3aBefieHIH. Mepoii, HallpaBJIeHHOI
Ha BBITIOJIHEHUE NAHHOM 00S3aHHOCTH,
SIBJISIETCSI YCTAaHOBKA B 00pa3oBaTesb-
HOM YYPEKIeHHNU CHCTeM JIeKTPOHHBIX
IIPOIYCKOB U BUACOHAOIONCHNUS.

CobnioneHre 3TOTO 3aKOHA CTa-
JIO IIEPBOOYEPENHON NPUIUHON I
ycranoBku Bugeocucrembl [THUITY.
I[TomuMo 3TOTO, IeEpe] CIenHaTm-
CTaMM YHHUBEPCHTETA CTOsIIA 3afavya
OIIePaTHBHOI'O KOHTPOJIS IIepUMeTpa
1 BHYTPeHHIX IOMeIeHnii By3a. Oco-
6yI0 aKTyaJIBHOCTD YCTAHOBKA CUCTEMBI
BUJIeOHAOMIOeHNS Tpuobpera B CBe-
te [Tocranosnenus IlpaButenbcrsa

P® Ne1235 ot 07.10.2017 «O6 yTBepsK-
IeHnu TpeGOBAHMUII K aHTUTEPPOPHUCTU-
YeCKOH 3aLHUIIIEHHOCTH 00BEKTOB (Tep-
puropuit) MuHHCTEepCTBa 06pasoBaHMs
u Hayku P®».

TEXHHUYECKHE
XAPAKTEPUCTHKH
U OCOBEHHOCTH
BHIOEOCHCTEMBI

Best cucrema BujeoHabII0MeHAS
MOCTPOEHA MOJTANHO, B OCHOBHOM
COéCTBeHHbIMI/I CHhj1amMu YHI/IBepCI/ITe‘
Ta — PErHOHAIBHBIM IIEHTPOM UHPOP-
marusaruu [THUITY. st o6pabotkun
U XpaHEHUs BUMIEO HCIIONB3YIOTCS TPU
cepBepHBbIe mIaTdhopMbl Supermicro:
JBE U3 HUX YCTaHOBHeHI)I B INTaBHOM
xopmyce ITHUITY u ogHa — B cTyzeH-
YeCKOM TOPOJIKe, YIAJIEHHOM OT KOPITy-
caHa 12 km. braromapst Takomy pacripe-
IeJICHUIO CepBepOB CHIDKEHA HarpysKa
Ha CeTeBYI0 HHDPACTPYKTYpY, a Tak-

JKe MOBBIIIEHA OTKA30yCTOUIHBOCTD
MeKIy cepepaMu. COCTaB cepBEPHBIX
n1atopM IpefCTaBUTeNIN YHUBEP-
CHTETa OIpEIeIsIN CAMOCTOATENIBHO.
K Ka)xmo#t 13 HUX MOIKIJII0UEHO HOPS/I-
ka 100 IP-xamep.

st xpaHenust nHgoOpMaIu, 3amu-
CaHHOI KaMepaMM, Ha KaKJIOM U3 cep-
BEpPHBIX IUTaT(OPM YCTAaHOBJIEHO IIIeCTh
JKeCTKHX JIUCKOB 110 4 T6atita. Bee aie-
MEHTBI CHUCTEMBI BU/ICOHAOTIONEeHUS
00beJHEHBI C OMOIIBIO BbIJEIeH-
HoI soruveckoit cetu VLAN (Virtual
Local Area Network) pacripeneneHHoit
BeraucnutenbHor cetu [THUITY. Opra-
HU30BAaHO [eCSATh pabOYNX MeCT IJIs
oIepaTopoB cucTeMbl. OHH IPeICTaB-
JSTFOT 00071 CTAllHOHAPHBIE KOMITBIOTE-
PBI C YCTAHOBJICHHBIMH KINEHTCKIMU
MIpIUIOKEeHIIMH Macroscop.

OIMMCAHHE CHCTEMBI

B cocras cuctemsl BuneoHabmo0e-
Hus Bxonut 6osee 300 IP-kamep Axis
u Hikvision. [TepBbie Bumeoxamepsl
611U ycranosieHsl B 2010 r., 3aTeM
CHCTeMa ITO3TAITHO U INIAHOMEPHO pac-
LIUpsuUTach. 30HA HAGIIOEHUS Kamep
ITOKPBbIBAET BeCh KaMITyC U IIePUMETP
IJIaBHOTO Koprryca. CheMKa BUJIEO OCY-
LIECTBIISIETCSI 110 IPOTPAMMHOI JIETEK-
WY ABYDKEHUS, a apPXUBHBIE 3aIIUCH
XPaHATCA 10 5—7 HeJelb I BO3MOXK-
HOCTH UX IIOCJIEYIOIIEr0 UCII0Ib30Ba-
HUSA B CJIy9ae HeOOXOIUMOCTH.

Bupmeocucrema moctpoeHa Ha 6ase
ITO Macroscop MakCUMaJIbHOU Bep-
cuu ST. I1pu Boi6ope [10 npencraBu-
TeJIH YHHBepcuTeTa obpalanu BHU-
MaHIe Ha TO, KaK B HeM OPTaHU30BaHO
IIOCTPOEHMeE U YIPaBJIeHNe pacIperne-
JIEHHOY BHUJ/IEOCUCTEMOM, HACKOJIIBKO
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ru6KO HACTPaMBAETCS 3AINCh B APXUB,
KaKie HHTeJUIEKTyaTbHbIe BO3MOKHO-
CTH IOCTYIIHBI, KaK CHJIBHO IPOTrPaMMa
3arpy’KaeT CepBepPHI IPU BBHITTOTHEHNH
Pa3TMYHEIX OMeparuii. B pesympraTe
TeCTUPOBAHUS HECKOJIIBKUX BaDUAHTOB
nporpamMmm ObLIO IPHHATO PelleHHe
ocranoBuUThCs Ha [IO Macroscop, kak
Han6oJIee OTBEYAIOIIeM TPeGOBAHHUAM.
Taxxke Ha BEIOOD MOBJIMAIO TO, YTO
Macroscop paspa6oramu B [Tepmu.

MECTA VCTAHOBKH
BHIOEOKAMEP

Ha teppuropuu riaBHOTo Kopiryca
BUJIeOKaMepPbl yCTAHOBJIEHBI 110 BCe-
MY IepHMeTpy, B KOpUgopax ¢ 60in-
III0T IPOXOAUMOCTBIO, XOJIJIe U 30HaX
OT/IBIXA CTY/IEHTOB, a TAK)Ke Ha BCeX
MPOXONHBIX (BXOIaX/BBIXOIAX, Bbe3-
nax/Bblesnax). Heckonbko aypuropuit
¢ joporocrosuumM 060pyRoBaHuEM
IOJIHOCTBIO ITOKPBITHI BIIEOKAMEPAMIL.
TToMIMO 3aHSITHIl Y CTYIEHTOB, B 9THX
[IOMEII[EHUSX TPOBO/ATCS IK3aMEHBI
1 BCTYIIUTEIbHbIE UCIIBITAHNUS, U BULIE-
OCHCTeMA CIIOCOOCTBYET IIOBLIIIIEHUIO
9 eKTUBHOCTH KOHTPOJIS yIeOHBIX
[IPOLIECCOB.

Kpome TOro, B ABYX ayJUTOpPH-
X 060pyLOBaHUE MCIONB3YETCS
it 1yGIMpOBAHUSI CUCTEM 3aIUCH
3amuThl guccepranuii. CyuecTByer
TpeGoBanue MuHucTepcTBa 06paso-
BaHUS U HAYKH, COMIACHO KOTOPOMY
BCe 3aIUTHI JUCCEPTALUI TOJDKHBI
6bITh 3anucaHbl. [Ipu 9TOM HE06X0-
IIIMO, 9TOOBI Ha 3aIUCIX OBLIO BULHO
U CJIBIIITHO U BBICTYIAOIINX, U ayAU-
TOPUIO, ¥ OIIIOHEHTOB. [IJIsl perenust
aroit 3agaun B [THUITY mcnonssytor-
sl CllelHaNu3upPOBAHHbBIE CUCTEMBI,
HO TaK)kKe OPTaHU30BAHO CBOErO pojia
pesepBUpOBaHUE 3a CIeT YCTAHOBKU
KaMmep ¢ (pyHKI[¥ei 3aIIiCH 3BYKa.

B cTyaeHTeckoM TOpOSIKe TOXe OCy-
L1eCTBIISIETCsT HAGIIOIeH e 3a TeppH-
TOpHeil KaMIryca (IepuMeTpaibHOe)
1 32 BXO/THBIMH TPYIIIIAMH OOIIEKUTHIL

PE3VJIBTATBI PABOTBI
BHUOEOCHCTEMBI

Anexcannp TpydaHnos, nupexrop
PLIM ITHUITY, paccka3biBaet o KadecTse
U pe3ysbpTaTax paboThl CHCTEMBI BUIEO-
Habmogenus: «boee 7 1eT MbI UCIIOJIb-
3yem IP-Bupmeocucremy, u riasHas
ee 3ajlaya — BBIIOJHEHUE OXPAHHON
¢yuxiun. 3a roxsr paboTsl Garonaps
BUJICOCUCTEME MbI He OJJFH IeCATOK Pa3
paspelnany CIIOpHbIe CUTYAI[UU WU
HAXOIMJIN Hapymuresneir. K cqacroio,
Cepbe3HbIX IIPABOHAPYIIEHUN B YHU-
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BepcHTeTe He BOSHUKAET, HO PasbupaTh
MeJIKHe XYJIUTaHCTBA, TAKKe KaK Iop-
va nurarbayMa MIH JPYroro UMyIie-
CTBa BY34, a TAKKe BBIABIIATD «IIPaBBIX
¥ BUHOBATBIX» B CIIOPHBIX CUTYAIIHIX
MEKIly CTYIEHTaMH C BUIEOCUCTEMO
CTaJIO CYIIeCTBEHHO JIerye.

B narest cucreme GbLT yCIIEIITHO pea-
JIN30BaH ITWIOTHBIN IPOEKT BHEIPEHUS
MOZyJIert 0OHAPY KEeHNUS JIUI, TPEKUHTa
U UHTePaKTUBHOTO HOHCKa. B 0603pu-
MoM GynyIeM IUTAHHPYeTCs BBECTH
9TU MOJLYJIM B IIOCTOSIHHYIO 9KCIUTya-
TAaIHIO, A TAKXKE YCTAHOBUTH MOMYJIH
Pacro3HaBaHus aBTOHOMEPOB.

C 2016 r. IIHUITY BXOOHUT B 9KC-
MePTHYIO II0JIb30BATEIbCKYIO TPYII-
1y Macroscop u IpUHUMAeT ydacTue
B 3aKPBITBIX T€CTUPOBAHUSAX HOBBIX
BepCUil IPOrpaMMBbl.
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PUC. 2.
0Ha 13 KaMep, BXOAALLYX
B BUfEOCHCTEMY

PUC. 3. «
Tpumep ayautopun
C YCTaHOBNEHHOM
BIfIe0KaMepoit

PUC. 4. ¥

00Ho 13 0BLeMUTHIA,
e ocyLLecTBAAeTCA
Habniopexve

3a TeppuTopHeit

Hamwu 300 Bugmeokamep — 3TO
He [IPOCTO HOMUHAJIbHAsS CUCTEMa, KOTO-
past yCTaHOBJIEHA 10 TPeGOBAHMIO 3aK0-
HoparenbcTBa. OHa TpeOyeT HeMasbIX
PeCypcoB [UIs TOAIePKAHUSI XOPOLIIETO
YPOBHSI pabOTOCIIOCOOHOCTH U OBBI-
meHust GyHKIMOHAIBHOCTH, HO MBI
noryqaeM 9 GeKTHBHbII HHCTPYMEHT
IS PellleHns Pa3HOITAHOBBIX 3a1ad:
OT TPAJAUIMOHHBIX OXPAHHBIX [0 Pas-
JIMIHBIX y4e6HbIX. CHCTeMa HOBBIIIAeT
CKOPOCTB paboThI CITyKObI 6e30macHo-
CTH U JOCTOBEPHOCTD PACCIIeIOBAHIS
CIIOPHBIX CUTYaIuid.

OCHOBBIBAsICh Ha MHOTOJIETHEM
OIIbITE HCIIOJIH30BAHNSI BUIEOCHCTEMBI,
TTHUITY pexomennyer I1O Macroscop,
IP-xamepsr Axis u Hikvision u o60opy-
IoBaHME SUpPermicro B KagecTBe KOM-
IUIEKCHOTO PeleHus UL BUIeOHA6TIO
IEeHUsI, @ TAKXKe MIPOILYKIUIO KaKIOTO
13 0003HAUeHHBIX IIPOU3BOJUTENEH
B OTIEJIbHOCTI». @




