RAR NMAHLEMWA COVID-19 BIWAET
HA KMBEPBE3ONACHOCTb MTPOU3BOLCTBA

JIDKOH JIMBUHI'CTOH (JOHN LIVINGSTON)
MEPEBO/I: BIAOTUMHWP PEHTIOK

CMmoTpsilme B bynylilee OpraHnsalumn v TIPEATIPUATUS TIOHUMAIOT, YTO [J15 3alLMUThl CBOUX aKTVBOB
UM HeobX0IUM TaKOow Xe YPOBEHb arPECCUBHOCTU, KaK M A7Ist CHUKEHWST PUCKOB, BbI3BAHHbIX
aHnemuent kopoHaBupyca COVID-19. B cTaTbe paccMaTpUBaeTCst TPDEXKOMTTOHEHTHAsS CTPaTernus
obecrieveHnst 6e30TTacHOCTU OCHOBHOW MHPPACTPYKTYPhL.

[Tanpemus koponasupyca COVID-
19 yxe mpuBena K KpymHeHIIUM
Co BpeMeH BTopoit MUPOBO BOIHBI
c605IM B CaMbIX Pa3JIUIHBIX OTpaC-
JISIX TIPOMBIIIJIEHHOCTH, a ee IOCTIeNl-
cTBUsT 17151 KOep6e30I1acHOCTH CHCTeM
ynpasiieHus OyyT He MeHee IpaMa-
THYHBIMU. [lyMalolIye B 3TUX HEIpo-
CTBIX YCJIOBHUSIX O CBOeM OymyImem
OpraHHU3AIMU U IPEAIIPUSATUS IIOHUMA-
0T, 9YTO UM HY’KEH TaKOM JKe YPOBEHb
arpecCUBHOCTH JJISl 3AIIUTHI CBOUX
aKTHBOB (110 3TUM TePMUHOM Ceirdac
HOHUMAETCS COBOKYITHOCTD IPOU3-
BOZICTBEHHOI0 060PYIOBAHUSI, TPAHC-
[IOpTa, 34aHUI, COOPY)KEHUN U Iep-
COHaJa), KaKO# OHHM MCIIOJIb30BalN
U1 cCHIDKeHus puckos or COVID-19.
IIpencraBiseMas TPeXKOMIIOHEHTHAs
CTpaTerust Kak pa3 MoMoraeT JUKBH-
IUpoBaTh pobensl B kubepbesomac-
HOCTH TaK, YTOOBI OCHOBHas HHppa-
CTPYKTypa IpofopKaza paboTaTs 6es

c60€B B HOBOM PEKIMe 1 HeOOBITHBIX
Ui Hee yCIOBUsX.

PasBuBaromascs Ha HalllMX TJIa3ax
MaHAeMMsl KOPOHABUPYyca — OJNUH
73 TeX «3K30T€HHBIX IIOKOB», KOTOPbIE
B MTHOBEHHE OKa YCKOPSIOT TeMIIbI
M3MEHEHHH, NPOUCXOAANINX B IPO-
MBIIIIEHHOCTH. 3a rtocienaue 15-20 et
CHCTEMBI YIIPaBJICHUS IBOTIOINOHN-
POBAIH B CTOPOHY OOJIBILIEH CETEBOI
CBSI3HOCTU M UCIIOJIb30BAHUS TOTO-
BBIX KOMMEPYeCKUX KOMIIOHEHTOB —
KOHI[ENIIAH, KOTOPBIE B ITOCJIETHEE
BpeMs Ha3bIBAIOTCS TAKIMH TPOMKH-
MU UMeHaMH, Kak «Mupycrpus 4.0»
u «[1oT» (uapycrpuanpubii « THTEpHET
Bemei»). OOHAKO BCE OTH U3MEHEHHS
HOCHJIU CKOPee 3BOJIIOIIMOHHBIN, YeM
PeBOTIONMOHHBIN XapakTep. HeBoI-
COKMI TeMII U3MEHEeHN ObLI CBA3aH
C TeM, 9TO MOJOOHbIe MHUIIMATUBEI
TIPEATIONArafoT KOMIUIEKCHBIH MTOAXO0
B BHJIe Te€X WU UHBIX OPraHU3aI[OH-

HBIX PEIIeHNI, BRIPAOOTKY U IPOBEPKY
TeXHUYECKUX KOHIIEIIUA, OIIpeesIeH-
Hble KaIlUTaJIbHbIe BIOXKEHUS, MOJiep-
HU3AIUIO CYN[eCTBYIOUIUX CUCTEM
ympasieHus 1 T. IL. M Bce 310 TpeOoBa-
JIO He TOJIbKO CHJI M CPEJICTB, HO U Bpe-
MeHHU. COOTBETCTBEHHO, CPeCTBA, KaK
U He MeHee JIOPOroe BpeMs, B IIePBYIO
O‘Iepenb BBIJICJISIUCH HA pCIIICHI/Ie TCKY’
mux 3agayd, HpI/IHOCHI_LlI/IX HPI/I6])IH])
ceffuac, a He KOT/Ia-TO TIOTOM.

W 1yt cryanncs COVID-19. Bresan-
HO, B TeUeHUe YeThIPeX-111eCTH HeJleb,
opraHuzanuu 0OHAPYKUIH, ITO yHa-
JIEHHOE YIIpaBJIeHIe 0OBEKTaMU CTAIIO
He JajeKoM IepCIIeKTUBOM, a HacCy1l]-
HOI HEOOXOIUMOCTBIO.

Iist obecriedenus 6e30acHOCTH ObLI
COKpaIlleH [0 MUHUMYMa IepCOHAT
Ha MecTax, 6e3 KOTOPOTO MPe/IIPUsTHs
He MoIIK (YHKIMOHHPOBATDH JaKe
B IeXypHOM pexume. OMHOBpeMeH-
HO, IJI BO3MOXHOCTHU UCIIOJIb30OBAHUA
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TPYyZa COTPYIHUKOB, YIAJIEHHO pabo-
TAIOIINX, HO IIPU 9TOM HPUHUMAIO-
IIMX PEeIIeHHs 10 TeKYIIUM BOIIPOcam
1 BO3HUKAIONIUM TIpobiieMam, pyKo-
BOJICTBY U CIIEIIUAJINCTAM I10 CHCTEMaM
MPUIILJIOCH B CIENIKe PeIraTh OTKIIa-
IBIBaeMble paHee 3agavu o Kubep-
6e30ITaCHOCTH U yJaJIeHHOMY yIIpaB-
JIEHUIO. 3a IMOC/IeNHME IIIeCTh MECAIEB
HOTPeOHOCTD B YHATEHHOM IOCTYIIe
K IPOMBIIIICHHBIM 0OBEKTaM YBeJIn-
qUBaIACh OBICTpEe, YeM 3a [OCIIeTHIEe
IIIeCTD JIeT. B To Bpems Kak opraHusa-
ITUU FOZIaMHK 00OCY KT IPEUMYIIIeCTBA
YIAJI€HHOTO JOCTYIIa 1 MOHUTOPUHTA,
KPH3HUC, IOPOXKICHHBIA KOPOHABUPY -
com COVID-19, 3acraBui ux OefcTBo-
BaTh U AEHCTBOBATH OBICTPO, IPHIEM
HE3aBUCUMO OT TOTO, TOTOBbI OHU ObLIN
K 9TOMY WJIA HeT.

3aruath 3TOrO JUKUHHA B Oy THII-
Ky OyIeT CJIOXKHO, eCJIX BOOOIIe BO3-
MOKHO. [TOCKOTBKY 9KOHOMUYIECKHIT
KPU3HUC JUINTCS NOJIbLIe, YeM IPEIo-
JIaTaN0Ch, HOBBbIE GM3HEC-TIPOLECCHI
IYCTh U BBIHYKEHHO, [IOJ TaBJICHU-
eM 00CTOATENbCTB, CTAHOBATCA Ooiee
06b11eHHbIMI. COOTBETCTBEHHO, B 9TOI
CUTYyalllU, BBIXOZA U3 KOTOPOII ellle
He BUJIHO, PYKOBOIUTEIN CTAJIH OO0JIb-
11Ie MHBECTUPOBATh B HOBBIE TIOJIXOIBL.
W mycTb ¢ MOMEHTA OCO3HAHHUS TOTO,
910 TIpobiIeMa cama coboil He paccoceT-
Cs U ee KaK-TO HafI0 PelIaTh, IIPOIIIO
He CTOJIb MHOTO BPEMEHH, HO YoKe Cell-
4ac CYIIeCTBYIOT HAIJISIIHbIE IIPHMEPBI
U IOKa3aTeIbCTBA IIPABHIBHOCTH KOH-
LEMIINH YIJICHHOTO YIIPABIeHUs aKTH-
BaMH, TaK ITO IPEKHHUII CTATyC-KBO
MeHsteTcst. To, 9TO CYMTAIOCh KPATKO-
CPOYHBIM, IPEBPATUIIOCH B TIOCTOSIHHOE
H3MEHeHHUe, KOTOPOe Hy)KHO U3 aBPasIb-
HOTO COCTOSIHUS IIPEBPATUTD B YIIPaB-
JsIeMbIH, ONTUMAJIbHBIN U, IJTaBHOE,
6e301acHblil 111 GYHKIUOHUPOBAHMUS
HPEeIPHSITHS IPOIecC.

ITanpemus koponasupyca COVID-19
BefleT U K JIOJITOCPOYHOMY U3MEHEHUIO
CTpaTerny B OTHOIIIEHHH TOTO, Iie Gyer
IIPOMCXONUTH IPOU3BOACTBO. [ITUHHBIE
U CJIOYKHBIE TTI00ATbHbIE IEMOYKHI IOCTa-
BOK, KOTOpBIe OBLIM YaCTUIHO IpepBa-
HBI BUPYCOM, IIOCTEIIEHHO YCTYIAIOT
MECTO U3TOTOBJIEHHIO BA/KHEHIITIX KOM-
[TIOHEHTOB HE «TaM, IJIe 3TO JIelIEBIIEY,
a mo6JIIDKe K MecTaM UX IPUMeHEHHSL.
ITo Mepe BocCTaHOBIJICHUSI 9KOHOMUKHI
IIPOMBIIIIICHHbIe OPTaHU3AINHY, HAY -
YeHHbIe HBIHEIITHUM TOPBKHUM OIIBITOM,
Telepb JOJDKHBI OYIyT HHBECTHPOBAThH
B HOBBIE MOIIIHOCTH IJIsI IIPOU3BO/I-
CTBA YK€ B CBOMX CTPaHaX. OTH HOBbIE
IIPOMBIIIIEHHBIE 0OBEKThI, BEPOSTHO,
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PA3IBUHYT IPAHUI[BI «IOJKIIOYCHHON
nHAycTpum» unn «Munycrpun 4.0»,
UCHOJIb3Ys B KadecTBe OPUEHTHPA
MOJIEITh JIEHCTBIH, KoTopast 6y7ieT BhIpa-
60TaHa BO BpeMsl ITaHIeMUH.

KHBEPBE3OIIACHOCTbD
HA VPOBHE CJINAHHUSA
IIPOMBIIIJIEHHBIX
CHCTEM VIIPABJIEHHA
H ONEPAIIMOHHBIX
TEXHOJIOTHH

HexoToprle MOTYT yTBepKaaTh,
yro kKopoHaBupyc COVID-19 6511
HeoOXOIMUM KaK HeKHil KaTaJIu3aTop
IS OCTUKEHU 00€el[aHHoTO Ooee
addexkTuBHOTO GYHKIIMOHUPOBA-
HUs OPOMBIIIJICHHOH 6a3bl B CBsI-
31 C IIepexonoM Ha IH(pPOBU3ALUIO
IIPOU3BOACTBA. TaK, MEKAyHapOAHAS
KOHCAJITUHIOBAasI KOMITaHU A, CIICITAAIN -
3UPYIOIIASICS HA PEIleHUHN 3a/jad, CBSI-
3aHHBIX CO CTPATETHICCKUM yIIPaBiIe-
HueM, McKinsey & Company n gpyrue
AHAJINTUKY OLEHUBAIOT BO3MOKHOCTH
ot uudpOBOro U MOAKIIOIECHHOTO IIPO-
M3BOJICTBA HA CyMMy B $1 TpIH.

OpHako 06pymIMBIIAsCS Ha HAC
[IaHJeMUs BHECTIa B 9TOT IIPOIeCC CBOU
KOPPEKTHBBI, BEIABUHYB Ha II€PBLIIl
IUTaH PUCKH 6e30T1aCHOCTH CHCTEM IIPO-
MBIIIUICHHOTO YIIPaBJICHUS U OIlepalIiy-
onubix TexHonoruit (OT) (koHBepreH-
o ICS/OT), koTopble BBIHYKACHHO
[epexofsT Ha Hu(POBUIANUIO, XOTS
u 6e3 HamIexKarei HHPPACTPYKTYPhL.
A 310 1Ipo6IIEMa, IOCKOJIBKY CHCTEMBL
yIpaBiieHHsI 00bIYHO «HeOe30MacHbI
10 CBOEH NMPHUPOJe». DTH CUCTEMBI
He pa3paboTaHbl, KaK COBPeMEHHbIe
crucrteMbl NHGOPMAIMOHHBIX TEXHO-
goruit (UT), ¢ mpeamosoxkeHueM, IT0
OHH OY/IyT CBSI3aHbI C BHEIITHAM MUAPOM
U CYLIeCTBYIOIINMH B HeM KHOepyrpo-
3amu. COOTBETCTBEHHO, OHH JJOBOJIHO
YACTO He IIOJYIal0T TAKOTO JKe HeyKOC-
HHUTETbHOTO YIIpaBJIeHHs 06e301acHO-
cTbI0, Kak MT-cucremsl, mpegycma-
TPUBAIOIIIE PeryJIsIpHbIe HCIIPABICHHUS
margaMu (TakuMu ceOe «3aIUIaTKaMi»
B IIPOrPaMMHOM O0eCIIeIeHIH , YCTpa-
HAKWIIUMA B HEM HpO6HeMBI, B TOM
qucie U ¢ 6e30MacHOCTHIO), YKpeILIe-
HII€ YCTONIMBOCTU CHCTEMBI, yIIpaBIIe-
Hue ee KoHUrypamuer, Tpe6oBaHUs
K pe3epBHOMY KONHPOBAHUIO HIIH
3aIIHTe OT BPEIOHOCHBIX IIPOTPAMM.

ITo Mepe TOTO KaK B CHCTEMBI
yIIpaBIeHUsI BBOLUTCS BCe GObIIe
KOMMep‘IeCKI/IX TOTOBBIX KOMIIOHEH-
TOB, YI3BUMOCTH, IPUCYTCTBYIOIINE
B 9THUX CHCTEMaX, PACIPOCTPAHIIOT-
Csl U Ha IPOMBIIIIJIEHHBIE 00BEKTHI.

INEPCIIEKTHBA

3arutaHUpPOBAHHBII TIEPeXo/] K PaCIIIn-
PEHUIO BO3MOXKHOCTEN TOAKIIOYeHNUS
ypaBHOBeCHJI Obl OOCIaHusI OT ITUX
MHULMATUB U BHEC OBl HEOOXOMUMbIE
KOppeKTI/IBLI B HOJ'[I/ITI/IKY 3a1IUThI
KOMIIaHUH OT PUCKOB Kubepbesornac-
Hoctu. Kopornasupyc COVID-19, xak
y>Ke 61)1]10 CKa3aHo, BI)IHY,E[I/LTI MHOTrue
OpraHU3allNY IEPeiTU Ha yIaJeHHOe
yHpaBjIeHHe C OTPAHMYEHHBIM YNC-
JIOM COTPYIHUKOB, IPUCYTCTBYIOIINX
Ha pabore. B 6nmxkaitiem 6ynyrmem
CTPEMHUTEABHBINA POCT YAAJIEHHOTO
IOCTYIIa OTKPOET CUCTEMBI IIPOMBIIII-
nernoro xoutpous u OT mias yrpos
OT IIeJIeBBIX aTaK U COIYTCTBYIOLIETO
ymep6a OT IIporpaMM-BbIMOTaTeNeH.

OnHaKO COKpalleHue KOJIMIecTBa
006CITy’KHBAIOIIIEro IePCOHAIA Ha MECTaX
TAKKe OTPAaHUIHMBAET IPOITYCKHYIO CII0-
COOHOCTD 1151 6€30IIaCHOTO YIIpaBie-
HHS aKTUBaMHU. be30macHOCTh cucreM
YIpaBIeHUs 9aCTO 06ecrednBaeTcs
Ha MeCTe [IePCOHATIOM, KOTOPBII BPyd-
HYIO HCIIPABJIsieT MM OOGHOBIISET aHTH-
BUPYC WX [IeJIaeT Pe3epBHOE KOIUPO-
BaHMe. DTHU 3ala4d MHOTAA TePSIOT
IPUOPUTET B MUPE OTPAHUIEHHBIX
JIOKAJIBHBIX PECyPCOB.

Bo MHOTHX cIy4asx, IJIf TOTO 4TO-
6bI OTPAaHNYHUTH BO3MOKHOCTD JOCTYIIA
K 9THM «He0e30I1aCHBIM 10 CBOEI ITpHU-
pome» cucteMaM, K IPOMBIIIIEHHOM
ku6ep6e30macHOCTH MOAXOAUIN KaK
K BO3BEJICHHIO OY€Hb BHICOKUX U IIPOY-
HBIX cTeH Mexay cucremamu UT u OT.
XOTst MHOTHE CIIeI[HAIUCTBI IPU3BIBAIL
k kouBeprertmu T u OT". Teneps xe,
u3-3a naugemuun COVID-19, mox gas-
JIeHueM 00CTOSATEIbCTB, BOPOTA IIPeJi-
MPUSTHIT OBUTH OTKPBITHL, U 9€Pe3 9TH
BOPOTA OBLIO IOIYIIIEHO MHOTO PAa3HBIX
OpraHM3aINil, YTO, COOTBETCTBEHHO,
CKa3ajoch Ha obecreuennu Ge3ormac-
HOCTU ¥ CHH3UJIO 3alUTy aKTHBOB
BHYTPH IPeAIPHUATHSI, BIIPOUEM, ITO
6BLIO BIIOJIHE €CTECTBEHHO U OKUJIAEMO
B TaKO# 0e3BBIXOHON CUTYaIuu.

IIPEMMVIIIECTBA
TPEXKOMIIOHEHTHOI'O
INIOAXOOA Onsi
SAIINUTDBI KPUTHYECKH
BAJYKHBIX OB'BEKTOB
HHOPACTPVKTVPBI

1151 TOro 9TOOBI 3aLTUTHTH IOMKIIIO-
YeHHBIE K CETAM CUCTEMBI, HEIOCTATOY-
HO IIPOCTO KOHTPOJIHMPOBATH HOCTYII
K CeTH, He0OXOIMUMO TAKKe YIIPABIIATH
KOHEYHBIMU TOYKAMU BHYTPH CTEH.
ITo mepe paciiupeHus BO3MOKHOCTEH
MOJKIIIOUEHNUS ¥ YBEJINUEHUs Y/laJeH-
HOTO JIOCTYIa KOHEYHbIe TOYKH CTaHO-
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360-rpapycHas oLeHKa
puckos. U3o6parkenme
npefoCTaBeHo KoMnakveit
Verve Industrial

INEPCIIEKTHBA

BATCS O0JIee NOCTYIIHBIMHE, 9eM KOTja-
160, U, K COKaJIEHUIO, BO3SMOKHOCTU
JIOKQJILHOTO YIIPaBJIeHHS U 3aIIUTHI

HPOU3BOJCTBEHHBIX AKTUBOB CHHU3H-

JIUCh. A 3HAYUT, 1714 oOecriedeHns 6e30-

[TACHOCTH KPUTUYECKU BKHOI HH(Dpa-

CTPYKTYPBI IIOHATOOHUTCS] HOBBII METOL

ynpasienus cucremamu OT, orpa-

ka1 mogxonsl K UT-cucremam,

KOTOpbIE UCIIOJIb30BATHNCH B TeUCHUE

YK€ MHOTHUX JieT. XOpoIIeil 0CHOBOI

UL Hadana mpeobpasoBaHMS 3/1eCh

ABJISICTCA TpeXKOMHOHeHTHbIﬁ II0aX0n

K YIPaBJICHUIO KOHEYHBIMHU TOYKAMU

CHCTEeMBI KOHTPOJISL, ¥ IIJISI €T0 Peansa-

IUU TPpeOYIOTCS CIeyIOIINe [IIaTH.

1. Ob6ecrieubTe BU3YaIH3AIIUIO PHCKOB
U COCTOSAHUS 6€30MacHOCTH BCEX
OTepPAlMOHHBIX AKTUBOB B PEKU-
Me peasbHOro BpeMmenu. To, 4To
BbI HE BUIUTE, BBl HE MOJKETE 3aIIM-
TUTh — 9TO aKCHOMa, HO 3al[UTa
aKTHBa TpebOyeT APYroro MalIIie-
uust. [loap3oBaTenn akTUBA JOJDK-
HBI BBIAITU 32 pAMKH 3HAHUS O €TI0
CYIIeCTBOBAHHUY, YTOOBI OIpese-
JIUTH, IIOBEPKEH JIX aKTHB PUCKY
1 aKTHBHA JIM ¥ OOHOBJIEHA JIN Pas-
BepHYyTas CUCTeMa (e30MacHOCTH.
HoBbIit TOXO7 TIpesionaraeT 3Ha-
Hite 6a30BOTO IIPOTrPaMMHOTO 06e-
CIIeYeHUsI ¥ IPOIINBKYU YCTPOUCTBA,
KPUTHYHOCTH 9TOTO YCTPONCTBA
IJISL IIPOIIecca, yPOBHEN HCIIpaBIe-
HUI U UMEIOIIUXCS YA3BUMOCTENH,

COCTOSIHUS KJIIOUEBBIX JIEMEHTOB
yIpaBiIeHus 6e3011aCHOCTHIO, TAKHX
KaK aHTHBUPYC MWIH OeJIblil CIINCOK
(o Tuny McAfee oT amepuKaHCKOI
xommtannu Intel Security), pesepsHoe
KOIIPOBaHUe, 6e30I1aCHOCTb KOH(U-
TypalllH, CTeleHb 3aIUIIeHHOCTH
YCTPOICTBA XOPOILIO HACTPOCHHBIM
6parnmayapoM u T. 1. [IJist yrpasie-
HIS KOHEYHBIME TOYKAMH Y CIIEIITHBIE
OPTaHU3AIUU HCIIOIB3YIOT, CKAKEM
TaK, 360-TpalyCHBII B3MJIAM HA PUCKA
CBOMX AKTHUBOB, KaK 3TO HAIJIIOHO
IIPeJCTaBJICHO Ha PUCYHKE.

Iymaiite r1o6abHO, HCIIONB3YITE
ILIIPOKOE MACIITAONPOBAHIE AHAIL-
3a 6esomacHoCTU. [IpoMbIITeHHEIE
cucreMsl ynpasienus [CS Henb3s
3aIIUTHUTD, OCTaBUB 6€30IaCHOCTD
YIIpaBIeHHA pecypcaMy Ha ypOBHE
calTa, Korja BCce MeHbIIIe aKTUBOB
B BHIe IlepcoHasa OyeT Ha MecTe.
3mech U1 HOHNMAaHHUS TTOTEHITHab-
HBIX PHCKOB JUIsI OTIePAIUIl U OIIpe-
IeJIeHHs IPHOPUTETOB TaKXKe Tpe-
6yeTcst 3HAHME CUCTEMbI KOHTPOJISL.
CoOTBETCTBEHHO, IJIS BCEX CAITOB
U aKTUBOB, YTOOBI MOKHO OBIIO
MPOBOJUTH MEXIIPOU3BOJCTBEH-
HBII aHAJIU3 PUCKOB H BBIPaOaTHI-
BaTh MOTEHIHAJIbHbIE CTPATETHH
UCIpaBJIeHNs], HeOOXOMMa IIeHTpa-
JM30BaHHas 6a3a faHHBIX. [loHIMa-
HUE 3TOTO TI03BOJISIET PacIpoCTpa-
HATb MHCTPYKIUHY 110 YCTPAaHEHUIO

poBepKa cocToAHMA

obopynoBanua

1 NporpaMMHoro

obecnevenus

Kputuutocte
W BIMSIHUE aKTHBOB

Cocronue
pesepBHoro
KonupoBanus /
BOCCTAHOBMEHUA

Craryc 3awwurbl
0T BPE/AOHOCHbIX
nporpamm

Onpepenenue
YA3BUMOCTEN

BuisBnexve
OTCYTCTBYHOLMX
natyed

Hefe3sonackble
KOHGMrypauum

Pucku poctyna
nonb3oBarenei
1 aKKayHTOB
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PUCKOB JUL UX Pa3BepThIBaHUS, 00e-
crieanBast 3 PEeKTUBHOCTD ¥ COITIA-
COBAHHOCTbH B YIIPaBJICHHU PUCKA-
MU, IpH BEIPabOTKE IPHOPUTETOB
n HHaHI/IpoBaHI/IH I/ICHpaBHeHI/II/uI.

3. O6ecrednTe 6€30IIACHOCTD HA MeCTe.
DddexTrBHAS CHCTEMA IPOMBILILTEH-
HOI 6e30IacHOCTH TpebyeT yIpas-
JIeHHS, @ He TOJIBKO MOHUTOPHHTA,
1 B 9TOM JIOJDKHBI Y9aCTBOBATh OIIBIT-
Hble CIICI[UaTUCThL Ha MecTax. Kak
y’Ke OBLTIO CKa3aHO BBIIIE, MHOTHE
PUCKHY [UISI CHCTEM KOHTPOJISL CBSI3a-
HBI C OTCYTCTBHEM IOJDKHOTO YIIPaB-
JIeHHs CHCTeMaMu (e30IacHOCTH.
CIIMIIKOM 9aCTO OPraHU3aI[NH OCTa-
HAaBJIMBAIOTCS HA MOHUTOPHHTE H3-32
QIbTEePHATUBbI KOHEYHOH Headdek-
THBHOCTH (PYYHOII) WIH PUCKOBAH-
HOI (MHCTPYMEHTbI aBTOMATH3AIINH
ynpasienus UT-cucremamu) cucre-
MBI yIpaBJIeHHS 6e30IacHOCTHIO
aKTHBOB.

Y opranusanuil Tenepb ecTh ele
OJIH BapHAHT — UHCTPYMEHTBI YIIPaB-
nenns cucreMamu OT, co3maHHbIe IS
CHCTEM yIIpaBIeHHUs, IpelaraioT
Te ke BO3MOKHOCTH aBTOMATH3aIUH,
HO HAaXOMATCS IOJ KOHTPOJTIEM MeCT-
HBIX HEJKEHEPOB I10 YIIPaBICHUIO. DTU
MHCTPYMEHTBI aBTOMaTU3HUPYIOT TaKHe
IPOIIeCChl, KaK yCTaHOBKA UCIIPaBJIe-
HU, HACTPOWKA U yIpaBjieHUe IIPO-
TPaMMHBIM obecIiedeHUueM, yIpas-
JIeHYE TI0JIb30BATE/IIMU H YYeTHBIMU
3aINCAMY, A TAKKE Pe3epBHOE KOIHIPO-
BaHIe, HO KOHTPOJIIPYeMOe JIOKAJIBHO,
HO3TOMY IS 06eCIiedeH s HajIe)KHOI
PaboThI OHH Pa3BEPTHIBAIOTCS B [IOAXO0-
Islee BpeMs U B paMKax HaJJIe)Kalleil
MOCJIe[OBATeTBHOCTU TECTHPOBAHUS
CHUCTEMbI HaA YCTOI/UI‘—II/IBOCTI) B 9acCTu
Knbep6e30IacHOCTH.

PacnpocTpaneHne KOpOHaBUPY-
ca COVID-19 BbI3BajIO MOTpsiceHUE
BO MHOTHX c(hepax U CTAJIO peanbHOI
YTPO30it 17151 GOJIBIINHCTBA OTHEIBHBIX
npennpusituit. Kpurndaeckast nudpa-
CTPYKTypa CTAJIKHBAETCS C He3HAKO-
MBIMH paHee IpoOIeMaMi U HOBBIMU
PHUCKaMU, BI3SBAHHBIMH BHE3aITHBIM
Pe3KHM MepexXonoM K yIZalTeHHOM
paboTe ¢ 6oyiee cepbe3HBIMU YIPO-
3amu Kubep6e30macHOCTH, 9eM 3TO
6b110 KOorma-1u60 panee. UTo6b HATH
B HOTY CO BpPeMEHEM, OpraHH3aIluu
TOJDKHBI AKTUBU3UIPOBATE CBOH Y CHITHS
110 yIIPaBJICHUIO CHCTeMaMU OIlepally-
OHHBIX TeXHOJIOI U 1 aKTuBaMu. [Ipen-
JIaraeMbli TPEXKOMITIOHEHTHbII IIOAXO],
MOJKET IIOMOYb 3aIIUTUTh KPUTUIECKU
BXHYIO HHPPACTPYKTYPY MpeAIpH-
arust. @
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