POCCUVCKME SCADA-CUCTEMBI
0b30P OCHOBHBIX XAPARTEPUCTHIR

LINst TEXHOTIOMMHYECKON HE3aBUCUMOCTU POCCUMCKNX TIPEATTPUATUI KPUTUHECKU BAXHO TIPUCYTCTBUE

Ha pblHKe 0TeveCcTBeHHBIX BeHI0poB SCADA-cucteM. BeHophl TTpeAoCTaBnsAoT TIOAAEPKKY CBOUX
TIPOIZIYKTOB 1N MOTYT BHITIONHATL 3akKasHble 10paboTkn st UHPACTPYKTYPhl 3aKas|umnkoB. [TpencTasisem
BHUMaHWIO YUTATENIEN CaMblid TIONHBIA Ha AaHHbIA MOMEHT 0630p poccuitckux SCADA-cucTeM.

SCADA (Supervisory Control and
Data Acquisition) — 3T0 aBTOMaTH3U-
pOBaHHAsI CHCTeMa yIpaBIeHIUs TeX-
HOJIOTUYeCKUMHU IIPOLeccaMu, KOTO-

pas UCHOJIB3YeTCs IJIsI MOHUTOPUHTA,
YIpaBJIeHNU U aHAJIN3A JTaHHBIX B PeaJIb-
HOM BPeMEHH Ha ITPOMBIIIIIEHHBIX IIPe]i-
npusaTusax. SCADA-cucteMel urpaioT

[IEPBOCTENEHHYIO POJIb B 00eCIIeYeHUu
apdexTuBHOI paboTh U Ge30MaCHO-
CTU PA3IMYHBIX TPOU3BOICTBEHHBIX
[IPOIIECCOB, BKIIIOYAsk JHEPreTHIECKHE,

TABJIMIIA 1. CPCABHUTEJIBHBIE XAPAKTEPHCTHKH CHUCTEM «KACKAI», RAPID SCADA,

SIMPLE-SCADA, INTEGRITY SCADA, WEBDISCO
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HedyTerasoBble, TPAHCIOPTHBIE U IPYTHE
CeKTOpa.

Poccuiickie KoMIaHUM MpeJIaraloT
mmpokuit cnektp SCADA-cucrem, apamn-
THPOBAHHBIX K HAI[IOHAIBLHBIM CTaH/ap-
TaM U TPe6OBAHUSIM, ITO CIIOCOOCTBYET
TIOBBIIIEHNIO YCTOMIMBOCTH 1 HAJIEKHO-
CTH KPUTHYECKU BayKHBIX HH(PPACTPYK-
Typ. Bce ymoMsHyThIe CCTeMbI BHECEHBI
B Peectp oredectsennoro I10.

OreuectBenHble SCADA-cucreMbl
IpeCcTaBiIeHs! B Tabiuiax 1-3 13 mpo-
IyKTaMu ot 12 paspaboTdukos. Ob1ee
9HCII0 Pa3pabOTINKOB, IO OLEHKe Hallle-
IO U3/IaHUA, PaBHO 18, HO 110 pa3HBIM
IIpUYMHAM He BCe U3 HUX COTTIACHUIIHChH
IPUHATH yIacTUe B 0630pe U Ipeno-
CTaBUTh MH(OPMALIUIO O IPOIYKTaX.
BOJIBIIIMHCTBO CUCTEM U3 HAIIero 0630~
pa IoA/IepKUBAIOT KJIMEHT-CEPBEPHYIO

U MHOTOCEPBEPHYIO apXHTEKTYPY, Ipe-

IOCTaBJIIOT GeCIIATHYIO CPely pas-

paboTKH U MOTYT (PYHKIIHOHUPOBATH

nop yrpasienueM OC Ha 6age Linux.

Hike npencraBiieH CIIECOK PaccMo-

TPEHHBIX POCCHICKHX BEHIOPOB CUCTEM

SCADA 1 uX IpOIyKTOB:

* «Kackag-TPYII» — SCADA-
cucreMa «KACKAl»;

+ 00O «Pamun Codrsaa» — Rapid
SCADA;

+ 000 «Cumm-Crana» — Simple-
Scada;

+ AO «DneCu» — Integrity SCADA;

+ «OHUOPI» — WebDisCo;

¢ 000 «MHTPA» — IntraSCADA;

+ 000 «Cumn JlaiiT» — SCADA
SIMP Light 4;

+ 000 «Cumn JlaiiT» — SCADA
SIMP Light 5;
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+ «Aromuk Copr» — Anbda mrat-

dbopma;

+ 000 «MIIC codpr» —
MasterSCADA;

+  HII® «HEPTOCOIO3» — «CKA-
IOA-HEBA»;

* AO «M3TA» — SuperSCADA;
+ HII® «KPYT» — KPYT-2000;
+ HII® «KPYT» — StreamDat.
[TpeparaeM pyKOBOZUTEIISAM Ipef-
HOPHUATHI, TeXIUPEKTOPaM, HHKEHe-
PaM U TeXHOJIOIaM O3HAaKOMHUTBCSA
CO CIIMCKOM POCCHICKUX BEHIOPOB
cucteM SCADA u BbIOpaTh IJIS CBO-
ero mpeANnpusATHs Haubosee IMOLX0-
IsIee pelleHue I aBTOMaTH3aluU
U YyIpaBJIeHUS NPOMBIIIIEHHBIMHI
ImporeccaMy, OTBeJarliee CoBpe-
MEHHBIM Tpe6OBaHHUAM (e30IaCHOCTH
U HaJIeKHOCTH.

Cucrema

SCADA-cuctema «<KACKA»

Rapid SCADA

Komnauun-npousao,qvnenb

«HKackapg-rPyn»

000 «P3nug CodptB3ar

Simple-Scada

Integrity SCADA

WebDisCo

000 «Cumnn-Craga»

AO «IneCu»

«®UOPA»

ApXUTEKTYpa (OAWMHOYHbIN CepBep, KIMEHT-
cepBepHas, MHOrocepBepHas apXUTeKTypa)

KnueHT-cepBep, MHOroCepBepHas

KnueHT-cepBepHasn

Bxoaut nim SCADA B cocTaB NporpaMMHoO-
TexHu4ecKoro Komnnekca (DCS)

[a

[a

lNMopnep:k1MBaeMble onepaLMoHHbIE CUCTEMbI
(Windows, Linux u T. a.)

Winows, Astra Linux (Wine), RedOS (Wine), AltLinux (Wine)

Linux, Windows

becnnaTtHan cpepa ana paspa6oTku

Ha

Na

MakcuMasibHoe KOIM4eCcTBO K/IMEHTOB
B KOMIJIEKTE NOCTaBKU

HeT orpaHuyenuii

bes orpaHuyeHuni

Beb6-KnaneHT

TexHonorua HTML5. EauHbIii NpoeKT Ans Be6-KaveHTa
1 HATUBHOIO MPUIOKEHUA (0AWH NMPOEKT A/1A TOHKOrO M TOSICTOr0
KneHTa). Bo3mMoKHOCTb pOpMMPOBaHMA U MPOCMOTPA OTHETOB.
RoHTponb goctyna ¢ ngeHTMduKaumen ycTponcTs

[a

ba3sa paHHbIx (cBoA, MS SQL, MySQL,
PostgreSQL)

Firebird, MSSQL, Oracle, MySQL, PostgreSQL, ODBC.
3epranmpoBanue B CYB/] SQL tvna Firebird 2.5, Firebird 3.0,
MSSQL, ODBC. MexaHu3M BTOp1YHbIX 623 AaHHbIX. HacTpoiika

1 co3panue 6a3 npsamo n3 SCADA-cucTembl. Bo3amorkHoCTH

pe3epsupoBaHua b/1. Bo3amorHoCTb pennukauun B

CBoA, PostgreSQL

MopaepmBatotcs dopmarts

pa3paboTku

Moppeprkka IP-kamep BupeonoTok Buaeo MP4, WebM, OGG
MopnpepruBaeTcs
B0O3MOHOCTb pelaKTUPOBaHUA NPOEKTa o
YactuuHo pefaKkTMpoBaHue nHtepdeica
6e3 nepesarpy3Ku CUCTEMbI UCMOJIHEHUA
onepatopa 6e3 nepesarpysku
MHorononb3oBaTeNbCKUA PEXUM cpefbl Yepes SUN T HelolesyalGim

CobbiTuHitHbIE,

ANnA co3aHUA CNIOHHbIX dJOpM BU3syainsauum

CobbITUiHbIE, MepuoanyecKmne [a
nepuoauyecKkue
TpeHpabl 3arpysKa TpeHaoB
U3 BHELWHUX Tonbko gna COMTRADE Oa
UCTOYHUKOB
usB Ha Het
JIVLeH3MOHHDIN KJllo4
lMporpamMMHbIi [a Ha
MNoppep:xusaeman PactpoBas Ha fla
rpadpumka
BeKkTopHasa [a [a
Ucnonb3oBaHue CKpUNTOBOro A3blKa
[a, B ToM umncne wabnoHbl Oa

KnueHT-cepBepHas

OAnHOYHBIN cepBep, KNNEHT-
cepBepHas, MHOrocepBepHas,
MHOroypoBHeBas

KnueHT-cepBepHas

Het

[a

CepBep MOXHO yCTaHaB/MBaTb HEMOCPeACTBEHHO
B KOHTponnepsbl. [poBepeHo Ha Wiren Board, «bavikan» u ap.

Windows, Linux

Windows, Linux, BKntovan
Poccuiickue Astralinux, REDOS,
AltLinux, «<ATnaHT»

Windows, Linux (Astra Linux, ALT Linux, PEJ OC ...)

Oa

Na

la

He orpaHuyeHo

HeT orpaHunyenuii

bes orpaHn4yenus, no Tpe6OBaHVI}O 3aKa34duKa

Oa

[a

[a, nog nobbiM 6pay3epom, BK/OYAA MOOUbHBIE YCTPOICTBA

MySQL, MS SQL, PostgreSQL

CobcTtBeHHan CYB/I, B TOM uncie
noanepHKa obMeHa faHHbIMM
€O cTopoHHUMK CYB[
nocpeactsoM SQL-3anpocos

BoltDB, MySQL, PostgreSQL

Moppepka Buaeo IP-kamep ¢ BbIBOAOM HanpAMyo

Het [a
B 6pay3ep Ha MHEMOCXeMbl MPOeKTa
Het [a -
[a. TpoeKT 04HOBPEMEHHO MOrYT pa3pabaTtblBaTb HECKO/IbKO
Her Na yenosek. Kamaaa MHeMocxema 610KMPYETCA NEPBbIM OTKPbIBLLMM
ee pa3paboTumKoM AnA MoAMDUKALMM APYTIMU pa3paboTynKamm.
KoHTeKcT coxpaHAeTcA B obLeit 6a3e AaHHbIX MpoeKTa

Ja HenpepbiBHble CobbiTuitHbIe. Busyanusaumua Tpengos PB v nctopum

[a, BO3MOMHOCTb 3arpy3Ku

OaHHbIX
Het B cMCTeMy Yepe3 daiin -
OTKpLITOro opmMata 1 MpoCcMoTp

rpaguKoB Mo 3TUM AaHHbIM

Oa Na -
- Na la

BeKTOpHbIVi pegakTop, ecTb

Oa BO3MOMHOCTb UMMopTa [a (doH)
pacTpoBoit rpaduKm
- [a [a

Ja JS AHMMaLUMKN HacTpanBaloTCA 3a4aHeM NapamMeTpoB
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TABJIMIIA 1 (ITPOOOJDKEHHE)
Cuctema SCADA-cuctema «KACKA» Rapid SCADA Simple-Scada Integrity SCADA WebDisCo
KoMmnanua-npounssoautenb «HKackag-rPyn» 000 «Panug CoptBaar 000 «CuMmnn-Crapgar» AO «IneCu» «DUOPA»

CropocTb pa6oTbl
(pe3ynbTaTbl HArpy304HOro TeCTUPOBaHUA)

BapuatuneHo

CTeneHb OTKPbITOCTU NMPOrpaMMHOro Koaa
(BO3MOKHOCTb UCMOJIb30BAHUA A3bIKOB

NporpaMMMUpOBaHUA NMPU CO3AaHUN COGCTBEHHDbIX

3/1eMEeHTOB)

Ha ypoBHe 61611oTeK nonb3oBaTens

Open source

BCTpOEHHbIe KOMaHAHble A3blKU

MNMopoeprKa ckpunToB Ha A3blkax C++, Pascal, JavaScript.
Mognep*ra FBD

C#

MaKcuManbHoe KoIM4ecTBO ToUYEK
BBOAa/BblBOAA

HeT orpaHuyenwii (bonee 1 MAH)

bes orpaHuueHun

MakcumanbHas riay6buHa apxusa

HeT orpaHuyeHwii

Be3 orpaHunyenun

Bo3morkHOCTH popMUpoBaHUA
CUrHanusaumii/ynpasieHua CUrHanu3aumaMm

[a, BcTpoeHHas, ¢ GpuKcauyeil MosHOMO *U3HEHHOTO LKA
aBapuu

MopnepkmBaeTtca

Tun pesepBupoBaHuA (ropayee, Ay61MpoBaHHbIE

He3aBUCUMbIe cepBepbl)

Pe3epBupoBaHve 1 aybnvpoBaHue ceTu, CepBepoB 1 apX1BOB

MopnepmBatoTCA pasnnyHble
UMb

Pe3epBMpoaaHue KaHaJioB CBA3U

[a, Ha ypoBHe NpOTOKONOB

MopnpepvBaeTca

DYHKUMU NepBUYHON 06pabOTKU AAHHDBIX

Na

Ha ocHoBe CKpunToB

KOHTPOIIb LeJIOCTHOCTU AaHHbIX

[a

Ectb

TpeboBaHuA K annapaTHoMy ob6ecneveHuto
(mpoueccopy, 06beMy NaMATH)

PeromeHpgoBaHo Intel Core i3-6100U, 2.30 I'Tu, 8 GB, 20 r6ant
cB06OOAHOr0 MPOCTPaHCTBA

Onpependaetca OC

Modbus

[a

Na

SNMP

[a

[a

MQTT

[a

Na

OPC UA

[a

[a

Moppep:kuBaeMble
MpOTOKO/IbI

VKamuTte gpyrue

KonTtponnepsi: Carel, KPOCC-500, KP300/KP500, Beckhoff,
Omron, DeCont, OBEH, Schneider Electric Modicon, Siemens
CTaHAapTHbIe NpoToKonbl o6MeHa: IEC 101\103\104,
DNP3, IEC 61850, ModBUS TCP\RTU\ASCII (nopaepKa Bcex
KOHTPO/IEPOB, UCMOJb3YIOLLUX 3TV MPOTOKObI)
Mopaynu BeBoaa-sbiBoga: ICP DAS, DEP, OBEH
CuyeTumKM 3neKTpo3Heprumn: Meprypuii, C3T, H3C, MNCY,
SHepromepa, Anbda
MukponpoueccopHble ycTpoicTBa 3awmTbl: Cvpuyc, Sepam v ap.
CueTumnkun Tenna: Tennokom BKT, Slornka CIMT, B3net
TCP, Maruka A2200, TECC-UHRuHnpuHr CTY-1, TEM-104,
3ntero TC555, Mpomnpubop TMK-H, C3M Tenno-3B, Kapat
306/307/308, 3nbd, NP-Mpubop Manaxut TC-8, TepMOTPOHMK
TB-7, Kamstrup Multical, Elcora C-30/Close1, S-25/Closel u gp.
CueTumkm rasa: Inbctep EK, Jloruka CMIr, UPBUC-PC4,
MeTpaH, Xob6ut-T
Cyetuuku Boabi: AC-001, B3net OM, B3net MP, PCM-05-03,
PCL-2, TECC-UHunHUpuHr YPH2KM

OPC DA v gp.

TexHu4yecKkan nogaepxya

MonHoueHHanA

BecnnatHana + nnatHaA

Mpo6Has Bepcusa (aemoBepcus, Tpuan-sepcus)

[ocTynHa Ha cante

[ocTynHa Ha cante

lMpumevanuna

3aBucuT oT NpousBoanTensHocTu MK-cepeepa
1 NMapameTpoB MpoeKTa

Paspewatowan cnocobHocTb
ZaHHbIX 0T 1 Mc. Bpems peakuum
CUCTEeMbI BU3yain3aLmm 3aBUCUT

ot OC, Ha npaKTuke ot 20 MC

0O6paboTka 2500 M3MEHEHNI 3HAYEHUI TEroB B CEKYHAY,
apX1BMpOBaHMe 1 BU3yanm3auys npu o6LeM KoMYecTBe TEros
25 000 (TecTbl cepBepa Ha npotieccope i5)

Pe,anTop CKpUNTOB NO3BOJIAET CO34aBaTb
BbICOKOMNpPOM3BOAUTE IbHblE CKPUMTbI noboit

MpepoctaBnaetca DDK ana He3aBucyMoi pa3paboTku ApaiiBepoB
(C++) 1 aBTOMATUYECKOV FreHepaumn KOHGUIypaTopoB ApaiBepoB

CNOXHOCTY ANA yrpaBieHna obberTaMu JS . o
13 onucaTtenei apareepos (JSON) ana pexuma paspaboTkm
npoeKTa (BK/oYasA nepeMeHHble, OKHa, TPeHAbI, HDOBKTOB
C006LLEeHNs) U X CBOMNCTBaMM p
RomnunsaTop Object Pascal JS bencuk

He orpaHunyeHo. 3aBucut ot
npowu3ssoauTensHocTy MNK-cepsepa
1 NapameTpoB MNpoeKTa

HeT orpaHunyeHuii Ha KonnyecTso
TOYeK BBOAA/BbIBOAA,
onpenenseTcA nuUeH3unen
1 pecypcamy MalUnHbl

Be3 orpaHu4yenmAa

He orpaHuueHo. 3aBucKT oT 06'bemMa HecTKoro
AncKa u npoussoauTesnbHocTu NMK-cepsepa

HeT orpaHunyeHuii

ApxuB uctopuyeckoi b/] BoltDB orpaHuyeH TofbKo 06bemMoM
namaTn aucka (FIFO), pasmep apxviBa 3agaetca. [y6uHa apxvBoB
B MySQL 1 PostgreSQL
He orpaHnyMBaeTca

[a

[a

M3BeweHne 0onepaTtopoB O TPEBOHHbIX CUTYaLNUAX B pexnme OHNalH,

nocpenctsoM SMS u e-mail-coobuenuii. MoaTeepraeHue TpeBor
onepaTopoM. BefieHune ypHana TpeBor, CoObITHiA
1 0EenNcTBUIA ornepaTopoB

lopAayee, oy6MpoBaHHbIE HE3aBUCUMbIe
cepBepbl

Tennoe, ropayee, gybavposaxue

[opadyee

Het

Na

C Haluen TOYKM 3peHua, 3TO JOMKHO/MOMET pa3pellaTbCa YypOBHEM
Hue SCADA. Hanpumep,
Ha ypoBHe TCP/IP

Oa

Na

MNpeobpasoBaHue 3Ha4eHNUM GU3NHECKNX BENNYUH
B MHMKEHepHble 3afaHnA Ko3hPuLmeHToB noanHoma. Hanucanve
COBCTBEHHBIX aIrOPUTMOB (CKPMNTOB) NPeobpa3oBaHusA
Ha A3blke belicnK. Bbl30B CKPUMTOB MO M3MEHEHWIO 3HAaYeHWI Teros,
NJIAHUPOBLLIVKOM MJIN OMNEepPaToOPOM

Oa

Ha

He peann3oBaHo, HO He cocTaBnAeT TPYAHOCTN peanu3oBaTb

3aBUCAT OT MapaMeTPOB pa3pabaTbiBAEMOro
npoeKTa. MUHUMasTbHbIE CUCTEMHbIE TPEBOBAHNA:
npotieccop — Intel Atom D2550 v Bbilwe, 2 [6 O3Y

3aBuncuT OT NpoeKTa. B maHenu
onepaTopa pabotaet Ha ARM-
npoueccope 800 Ml'y, 256 Mbait

CepBep 3aHMMaeT 19 M6aiT B onepaTvBHOM NaMATK.
C npoekToM ¢ 10'000 TeroB — 28 M6aiit. OT npoLieccopa 3aBUcHUT
TO/bKO MPOU3BOAUTESTBHOCTb 06PAbOTHM

cepsepa Simple-Scada. Nocie nepe3anycKka MoHHO
paboTatb elle 1 YacUT. A

namAaTn
PaboTa c nobbiMu npoTokonamm yepes OPC DA/ Na Modbus TCP, Modbus RTU
UA-cepBep
Ha -
Na [a
[a [a B nnaHax
IEC 60870-5-104, IEC 61850 o
- MMS, UNET, S7, EthernetlP OPC DA, DCON, FDA. UmeeTca DDK pna pa3paboTku apaiisepos
Oa Na la
[emo-Bepcus Ha 64 Tera ¢ 6a30BbIM GYHKLIVIOHAIOM, o . )
Ha cavite goctynHbl Tpran-Bepcun nog Linux n Windows c gemo-
a TaKKe MONHOPYHKLIMIOHAbHAA AeMoBepcyA,
N npunoeHvem. [loctyneH BXoA B PeXUM pa3paboTKW NPOEKTOB
OrpaHW4eHHanA OfIHUM HYacoM HerpepbIBHOM paboTbl [a

6e3 orpaHunyeHmnit. OrpaHnyeHre TONBKO HA PEMKIM WUCTONTHEHWA
(1 yac HenpepbIBHO 1 45 Teros)

CepBep reHepupyeT 0THeTbl U3 UCTopuyeckon B/ NnaHMpoBLLMKOM,
Mo VHMLWaTVBE ornepaTopa Wm u3 ckpuntoB. OT4HeTbl reHepupytoTcA
B COOTBETCTBWM C LWabsoHaM1 oT4ETOB B dpopmatax Xls, pdf. LLlabnoHbl

ot4yeToB — B opmare xls. [UCTprbyTVB BRKYAET NPUMEPHbI LIAGIOHOB
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TABJIMIIA 2. CPCABHHUTEJIBHBIE XAPAKTEPUCTHKH CHCTEM INTRASCADA, SCADA SIMP LIGHT 4 11 5,

AJIB®A IIJIAT®OPMbI, MASTERSCADA
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SCADA SIMP Light 5 (Cumnnant 5)

Anbda nnarpopma

MasterSCADA

000 «Cumn NanTt»

«AToMuK CodpT»

000 «MINC codpT»

Cucrema IntraSCADA SCADA SIMP Light 4 (Cumnnaut 4)
KomnaHuAa-npoussoautenb 000 «MHTPA» 000 «Cumn JlanT»
ApxuTteKkTtypa (o, O4HbINA cepBe eHT- KnneHT-cepBe orocepBepHa o
PXUTEKTYpa (0AMHOUHbIN cepBep, KANeH SIMEHT-CepBep, MHOrocepBepHas OAHOMHLI CEpBEp, KIMEHT-CepBep
cepBepHaf, MHOrocepBepHasa apXuUTeKTypa) KoHbUrypaums
Bxoaut nin SCADA B cocTaB NporpaMMHO- Bo3MoMHO nocTpoeHve pacnpeneneHHbix Het
TexHu4yecKoro Komnnekca (DCS) CUCTEM MOHUTOPUHIA 1 YrNpaB/ieHna
MopnepuBaemblie onepaLoHHbIe CUCTEMbI Linux, MacOS, Windows. Kak gna cpegpl Windows
(Windows, Linuxu T. a.) WCMOJIHEHWSA, TaK U ANA cpelbl pa3paboTku
becnnatHana cpega ans paspa6oTku Oa la
MaKcuManbHoe KoIM4ecTBO K/IMEHTOB o
bes orpaHuyeHuii u 6ecnnatHo 50
B KOMIVIEKTE NOCTaBKU
Be6-knuneHT [a Ha
basa paHHbIX (cBoA, MS SQL, MySQL, .
SQLite, PostgreSQL Cao
PostgreSQL) Qlite, greSQ BoA
Moppeprka IP-kamep la Oa
Bo3Mo}KHOCTb
pefaKkTUpOBaHUA NpoeKTa Na YacTuaHo
6e3 nepesarpy3Ku CMCTEMbI UCTMOJIHEHUA
MHorononb30BaTeNIbCKUA peHUM cpefbl
n n P pen [a Het
pa3paboTKu
CobbiTuHitHbIE, fla fla, na
nepuoguyeckue
TpeHpb! 3arpysKa TpeHAoB
U3 BHELWHUX Oa Het
UCTOYHUKOB
USsB Het Oa
JINLLeH3UOHHDIN KoY
lMporpamMMHbIi Ja Ja
PacTpoBan Oa Oa
Moppep:xuBaeman
rpaduka
BeKTopHasa Ha Het
Ucnonb3oBaHue CKPUNTOBOIro A3blKa fla fla
ONA co3A4aHUA CNOMHbIX $OpM BU3yanusauum
CkopocTb pa6oTbi 3aBUCUT OT MOLLHOCTM cepBepa B
(pe3ynbTaTbl HArpy304HOro TeCTUPOBAHUA) 1 KOSIMYeCcTBa TEroB
e T O Ectb APl ana HanncaHna cob6CTBEHHbBIX
KoAa (BO3MOXKHOCTb UCMNOJIb30BaHUA
NnarMHoB Ha NitoboM A3blKe Het
A3bIKOB NPOrpaMMMPOBaHUA MpPU CO34aHUN
NporpaMMmpoBaHus
CO6CTBEHHbIX 3/IEMEHTOB)
BcTpoeHHble KOMaHAHbIe A3bIKU JavaScript Pascal, C, FBD
MaKcuManbHoe KoIM4ecTBO ToUYEK 200 ThiC. 50 000
BBOAa/BbiBOAA
H
MakcumManbHas rnybuHa apxusa acTpavBaeTca OTT’E:I;ZHO VHER [PEEDDRBLES be3 orpaHuyeHus
Bo3MorKHoCcTU popMuUpoBaHUA Na Na
CUrHanM3auuin/ynpasneHna CMrHanMsaumamMm
Tun pesepBupoBaHuA (ropaudee,
pesepBup JicT [opAvee [opAayee (1+1)
Ay6vMpoBaHHbIe He3aBUCUMbIE CepBepbI)
Pe3epBupoBaHue KaHanioB CBA3U Ja Het

OAvHOYHbIVE cepBep, KMeHT-cepBep, MHOrocepBepHasn

Bce Jioban
apxuTeKTypa
Hawm napTHepbl «/IHKOMcUCTEM» MCMONb3YIOT
[a Anbda nnatdopmy B cBomx MTK, Hanpumep NG00 S NE/Eh IR

MAK «ABAK lnatdopmar»

TWUTAH, WirenBoard

Linux (6e3 WINE), Windows

Windows, Astra Linux, PEZ OC, AnbT

Windows 10, Windows server 2016
n Bbiwe, Alt linux, Astra linux, Red OS,
Debian, Ubuntu

Na la Na
500 bes orpaHnyenun be3 orpaHuueHui
[a [a [a

CBos, PostgreSQL

CBos — Alpha.Historian, MS SQL, MySQL,

BcTpoeHHas Sqlite ana He6onbLUMX
NpOeKTOB, NoaaepHKa BHelwHnx b:

PostgreSQL MS SQL, PostgreSQL, ABAZC CA
Na la Na
YacTnaro HeT (B cucTeMax c pe3epBYPOBAHNEM MOMKHO Mpu ncnonb3oBaHWUM ropaYvero
3anyCcTuTb 06HOBMIEHHDBIV MPOEKT 6e3yaapHo) pe3epBMpoBaHuA
Her Na YactnyHaa peanvsauma, HoBas BepcuA
B pa3paboTKe (3annaHvpoBaHa Ha 2025 )
[a, pa [a [a
Na la [1a, NpoeKTHbIM crnocobom
[a [a [a
[a [a [a
Na la Na
[a [a [a
[a Oa Na
Ytenue: 1 600 000 3anucei B CekyHAy.
_ CoxpaHeHue: 800 000 3anuceli B CEKyHIY 3aB1CUT OT MOLLHOCTU CepBepa
(paHHble npuBefeHbl ana Alpha.Historian 3.x. " KONM4ecTBa Teros
B 2024 r. BbiiigeT HoBadA BepcuA)
Aa; npefycMoTpeHo AP A0CTYNA K AaHHbIM Ectb APl ana HanMcaHna cobCTBEHHBIX
(C++, Python), BegeTcs paboTa Hag
[a naarMHoB Ha NtoboM fA3blke
nosiHoueHHbIM SDK 1 obepTkamu nog gpyrue
nporpamMMmMpoBaHusa
A3bIKN
Lua Ja FBD, ST, SFC, LD, C#
1 000 000 Bes orpaHnyenui 2 000 000

be3 orpaHnyenua

be3 orpaHuyexnin

HeorpaHuyeHHo, B 3aBUCUMOCTH
oT crocoba coxpaHeHUA AaHHbIX B B/

Na

la

Na

lopAayee (1+1, 1+N)

lopsvee, fy6MpoBaHHbIe HE3ABKUCUMble
cepBepbl

opAvee, Ay6MpoBaHHbIE HE3ABUCUMblE
cepBepbl

[a

[a

[a
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Cucrema IntraSCADA SCADA SIMP Light 4 (Cumnnawut 4) SCADA SIMP Light 5 (CumnnauT 5) Anbda nnarpopma MasterSCADA
Homnanua-npoussoautenb 000 «MHTPA» 000 «Cumn JlanT» 000 «Cumn JlaniT» «AToMuK CodpT» 000 «MINC codpT»
®DyHKUUK NepBUYHOI 06pabOTKU [AHHBIX Oa Oa Na la Na
KoHTpob LLeNnocTHOCTU AaHHbIX Oa Oa [a la Na
MwuHuManbHble TpeboBaHua K CPU Intel Ll U R RGO 5 )
o He HuKe 10-ro v Bbile (6o aHanorw),
TpeboBaHuA K annapaTHoOMy o6ecnevyeHuto MuHManbHble TpeboBanma: 1 Iy, . . Celeron (B 2024 ropy BhliifeT cbopka nog,
i3, 476 i5, 8Gb 03Y 16-32 GB, SSD 256 Gb,
(npoueccopy, 06beMy NnaMATH) npoueccop, 176 O3Y ARMv7/8), RAM 2Gb — Bce cunbHO 3aBUCUT
oT MollflocTilnpoahra HenHTerpupoBaHHas BUAeoKapTa
(ypoBHa NVIDIA GeForce GT 1030)
Modbus Oa Oa Na Oa Na
SNMP Oa Yepes OPC Na Na Na
MQTT Oa Yepes OPC Na Oa Na
OPC UA Oa Oa Na Na Na
Moppep:xuBaemble M>3K 60870-5-104, M3K 61850-8-1
NPOTOKOJIbI (MMS), oTkpbIThIli API, Json, XML, SQL
Bacnet/IP, Ethernet/IP (Allen Bradley), 3anpocbl, OPC DA/HDA, S7, FINS, SLMP,
HTTP, Codesys 2.3, KNX/IP, Mitsubishi MC, S7, Ethernet/IP, BACNet, IEC-870-5-101/104, BACnet IP, CNOA3C, JHepromepa,
yHamute ApYIMe | giomens 57, M3K 60870-5-104, C3T-4TM, OPC DA OPC DA BACNET FINS v p. Meprypui, C3T, H3V®, NCY, TIM,
Meprypuit, Telegram B3net, Tennokom, TBH JHeprocepsuc,
Mynbcap, MKTC, Jloruka, 3cko, Telegram.
B pa3paboTre Ethernet/IP
TenedoH, TenerpaM-KaHari, 3. No4Ta, becnnatHas: yat Ha caiiTe, 31eKTPOHHaA MoYTa, o YeTblpe ypoBHsA
TexHu4ecKan noaaepHKa BecnnatHan: yaT Ha caiiTe, 3N1eKTPOHHaA MoYTa, TenepoH [a -
TUKETHaA cucteMa TenepoH TEXHUYECKON NOAAEPHKM
Mpo6Han BepcuA (AemMoBepcuUs, TpUan-Bepcus) [a [Jemo Ha 32, Tpman Ha yac [emo Ha 32, Tpuan Ha 4Yac [a BecnnaTtHana B cBoboaHOM fJocTyne

MpuMevaHua

lMpeaycMOTPeHbl MOBUIBHBIN KINEHT
[nA cMapTPOHOB/NNAHLIETOB, peAaKTop
OTYETOB, OMoBeLLeHVA B Tenerpame/umenn,
MHOIFOMOHUTOPHbIV perknuM. MoeT paboTtatb

B KayecTBe UCTOYHMKA AaHHbIX — cepBepa HTTP/s

REST API server, Modbus TCP Slave,
MQTT Publisher

MpenycMoTpeHbl MOBUMbHBIN KMEHT Ans cMapThoHoB/
NNaHLWeToB, PeaKTop 0TYETOB, oroBeLleHns B Tenerpame/
MMEIS1, MHOFOMOHWUTOPHBIN peruM, noaaepka GIS (KapTbl),

cucTema LWabioHOB/TUPAKMPOBAHUA, paclUMpeHHasn
KnbepbesonacHoCTb. MoeT paboTaTb B Ka4ecTBe UCTOYHMKA
[aHHbIX — cepBepa opc ua server, HTTP/s REST API server,

Modbus TCP Slave, MQTT Publisher

Ectb nuuensus ®CTIK Ha pa3paboTry C3KW.
Mo*KHO 1cnonb3oBaThb Ha obbexTax KU
(CooTBeTcTBME NpUKa3a N2239 n.29.3)

2 1 3 Kkareropuin. CoBMeCTMMa € poCCUACKUM
aHTUBMPYCHbIM 0. Bo3MorKHa nHTerpauma
¢ SIEM npogyKtamMun poCcCUNCKMX BEHO0POB

Monyyenne nuuersnm GCTIK
Ha paspaboTtry CK3U - 2025 r.
Bo3mMoHO ncnosnb3oBaHne
Ha o6berTax KU ¢ npumeHeHvem
CPeACTB HaIOMEHHON 3aLLUmUTbI.
EcTb cepTuduKaTtbl CoBMECTUMOCTH
C POCCUMNCKUM aHTUBUPYCHbIM [10.
Bo3MoHa nHTerpauusa c SIEM-
NpOoAYyKTaMn POCCUNCKUX KOMMAHWI

TABJIUILIA 3. CPCABHUTEJIBHBIE XAPAKTEPUCTHKH CHCTEM «CKAA-HEBA», SUPERSCADA,

KPVI'-2000 1 STREAMDAT

Cucrema

«CKAOA-HEBA»

SuperSCADA

KPVYI-2000

StreamDat

KOMnaHMH-ﬂPOMBBOAMTeﬂb

HMN® «OHEPITOCOKO3»

AO «<M3TA»

HM® «KPYT»

HMN® «KPVYT»

ApxuTeKkTypa (0AVHOUYHbIV CepBep, K/IMEHT-
cepBepHas, MHOrocepBepHanA apXuTeKTypa)

KnueHT-cepBepHan (nogaeprka AByx
cepBepoB)

KnueHT-cepBepHas

OAVHOYHBIVE cepBep, KNMeHT-cepBepHasn, MHOrOCepBEPHAA apXUTEKTYPa,

pacrnpefiefieHHasA apxMTeKTypa

MynbTucepBepHas apxuTeKTypa, CepBepHas /KnactepHas/obnavHan
peanusaumn

Bxoaut nn SCADA B cocTaB NporpaMMHO-
TexHu4yeckoro KoMmmnekca (DCS)

Ha, NTK «HeBa»

Het

Ha

la

Moppep:KMBaemMble onepaLuoHHbIe CUCTEMbI
(Windows, Linuxu T. a.)

Windows, Linux

Windows, Linux (Astra Linux, RedOS, Ubuntu,
Debian), Android

Bepcua 4.4 — Windows 10/11 x64, Windows Server 2016/2019 x64,

Bepcua 5.0 — Astra Linux, PEZ] OC

Astra Linux, PEL OC v gp.

becnnatHaAa cpena AnA paspaboTku

Ectb

[a

Ha

[a

MakcuMaibHoe KOIM4eCcTBO K/IMEeHTOB
B KOMIJ/IEKTE NOCTaBKU

He orpaHuyeHo

OnpepnenaeTca inueH3nen

®dopmMasnbHo — 6e3 orpaHuyeHnin

®dopmManbHo — 6e3 orpaHudeHuin

Be6-KknueHT

EcTtb

WebGL

basa paHHbIx (cBoA, MS SQL, MySQL,

MS SQL (Windows), PostgreSQL (Linux)

Postgre SQL, ClickHouse

PostgreSQL)

Mopneprka IP-kamep SDK npousBoguTens Het
Bo3MOHOCTb peaKTUPOBAHUA NPOEKTa Ecto Her
6e3 nepesarpysku CUCTEMbI UCNONIHEHUA
MHorononb3oBaTeNbCKU perkuM cpeapbl Ecrb Her

pa3paboTku
Cob6bITHiiHbIE, Mepuoanyecknin apxus, NogaepHKa Na
nepuoanyeckue anepTyp
TpeHabl 3arpysKa TpeHA0B
U3 BHELWIHUX Het Het
WUCTOYHUKOB
UsB Ectb B paspaboTke
JIMLEeH3NOHHDIN KoY
lMporpamMMHbIn Ectb Oa

Ha [a
Ceos PostgreSQL v gp.
Het [a
Ha Ja
YactuuHo Oa
Ha Oa
Ha [a
Oa [a
Het la
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KPVYI-2000

StreamDat

HNO® «KPVYI»

HMN® «KPYI»

AN CO3AaHUA CNIOXKHbIX GOpPM BU3yanusaumm

Cucrtema «CKALOA-HEBA» SuperSCADA
KomMmnaHua-npoussoautenb HN® «9QHEPFOCOKO3» AO «<M3TA»
PacTpoBasn [a (3arpy3ka n3obparkeHnuii n3 daiina) Ja
Moppep:kuBaeman
rpadmka
BekTopHan [a (pepakTop MHEMOCXeM) Ha
Wcnonb3oBaHMe CKPUMNTOBOro A3bIKa
Het Het

CKopocCTb pa6oTbl
(pe3ynbTaTbl HArpy304HOro TECTUPOBAHUA)

Onpoc v apxvBauma — fo 20000 Teros

1 500 000 Terog/c; 700 000 Teros/c

BBOAa/BblBOAA

B CERyHAyY apxuBMpoOBaHue

CTeneHb OTKPbITOCTU MPOrpaMMHOI0

KoAa (BO3MOXHOCTb MCMO/Ib30BaHUA Her Her
A3bIKOB MPOrpaMMMUPOBaHUA NPU CO3AaHUN

CO6CTBEHHbIX 3/IeMEHTOB)
BcTpoeHHble KOMaHAHbIe A3bIKU Her C#
MaKcuMasibHoe KOIMYEeCcTBO TOUYEK
o 50 000 lNporpaMMHo He orpaHu4eHo

MaKcumanbHan riy6uHa apxusa

OrpaHuyeHa pasmMepoM XxpaHuimiia

lMporpamMmHo He orpaHu1yeHo

Bo3MorKHocTU popMupoBaHUA
CcUrHanusaumin/ynpasieHua CUrHanusaumuaMmn

Ectb

Ha

Tun pesepBupoBaHuA (ropsaudee,
Ay6impoBaHHble He3aBUCUMbIe CepBepbl)

[ly6npoBaHHble HE3aBUCUMbIE CEPBEpbI

lopsyee pe3epBupOBaHye

PesepBupoBaHue KaHanoB cBA3N MopnepmBaerca Het

®DyHKUUU NepBUYHHON 06pabOTKM AaHHBIX KoH$urypupyeMbiii pacyeTHbI MoAy b Het
Mo npu3Hakam KavecTsa,

KoHTponb LeNnocTHOCTU AaHHbIX Ha

Mo B3aMMOUCK/IIOYaUWMM COCTOAHUAM

Tpe6oBaHuA K annapaTHOMy o6ecneyeHuto
(mpoueccopy, 06eMy nNamMATH)

CepBep: npoueccop 2 agpa 2 Ny,
16 M6ant O3Y, 500 [6anT AUCK.
APM: npoueccop 2 agpa 1,2 [Ty, 8 16 03Y,
100 M6uT amcK

MuHumyMm: x86 (x86-64) Intel Core i7,
RAM: ot 8 Iout

Modbus [a (RTU, TCP) Oa
SNMP - Ja
MoapepruBaemble MQTT B Na
MPOTOKOJIbl
OPC UA Oa (Linux) Oa
VKamuTe rme M3K-61850, M3K-60870-101/103/104, Profinet, M3K-104, OPC DA, SNMP, Kafka, Onnx,
Apy! OPC DA, SPA BUS v gp. RabbitMQ, Komera, KoHTap u npoune

TexHuuyeckana nogaepxxa

Ectb

Ha

Mpo6Han Bepcus (aemoBepcusn, Tpuan-sepcus)

[emoBepcua (nogxkntoHeHne K yaaneHHomMy
neMo-cepBepy)

MpobHan Bepcua — 30 gHeit, becnnatHasa Bepcus —
50 Teros

MpuMevaHua

MpenycMoTpeHbl HypHasbl COBbITHI, TPeBor,
[eiicTBUI Nonb3oBaTenen, peKoMeHAaLMNA.
Bo3moHa nHterpauma REST API, BIM,

'NC (ZuluGIS), obMeH ¢ BHewHumm BT (MSSQL).
[JocTynHbl onoBeLleHns 3ByKoBble, SMS, e-mail, API.
MOHUTOPUHI MPOU3BOAMTENIBHOCTU OCYLLECTBAAETCA
¢ nomolpto Grafana+Prometheus. CeTeBoli 06MeH
[OCTyreH ¢ ucnonb3oBaHuem SignalR, HTTPS (TLS
ot 1.2), NTP. Bo3MorKHOCTM KnbepbesonacHoCTn —
cepeep DMZ, poMeHHasa aBTopu3auma, U3HEHHbIN
LMK naponei (3awmrta ot Password spraying
1 Brute force), nopaepKa BHeLWHUX cpeacTB
3awmTbl MHbopmauum. Cuctema 3apeructTpupoBaHa
B EanHom peectpe poccuickoro MO

Na Het
Het Ha
Na la
Na la
KPYIOJl Python

Mo npaiicy — 64 TbiC.; HAa NpaKkTUKe Bbin Kercbl Ha 200-300 Thic.

®dopManbHo — 6e3 orpaHudeHuii

OrpaHquHa TOJIbKO UMEILLMMCA 06EMOM XpaHunuia

OrpaHMHeHa TO/IbKO MMetLMMcA 06eMOM XpaHunuia

Na

Oa

1. 100% «ropsayee» cepBepoB 6a3 AaHHbIX 1 apxuBoB. 2. N-KpaTHoe
pe3epaupoBaHve APM 3. 100%-Hoe ropayee pe3epBrpoBaHue
KOHTPO/NepPOB, MPOLECCOPHbIX YaCTell KOHTPO/IepOB, MoAy el

1 oTAeNbHbIX KaHanoB BBoaa/BbiBoaa (ana SCADA c PCY)

1. 100% «ropayee» cepBepoB 6a3 AaHHbIX 1 apxmBoB. 2. N-KpaTHoe
pe3epaupoBaHune APM. 3. 100%-Hoe ropsayee pe3epBrpoBaH/e
KOHTPOJ/1EPOB, MPOLIECCOPHbIX YACTEN KOHTPO/IEPOB, Moy el

1 oTaenbHbIX KaHanoB BBoaa/BbiBoaa (anAa SCADA c PCY)

[a Oa
[a Ha
[a Oa

MwuHUManbHble TpeboBaHusa: IBM PC-coBMecTuMbIN NpoLieccop 32- unm
64-6UTHOIM apxXUTEKTYpbIl, YacToTa He MeHee 2 [Tu, O3Y He MeHee 4 [6aiiT.
Hectkuii anck. CBoboaHoro mecta Ha avcke nog SCADA KPYI-2000
He MeHee 80 ouT (dbarnosas cuctema NTFS). Bugeoagantep v MOHUTOP
(pa3peLueHve He meHee 1024x768). CeTeBan KapTa 100/1000 MbéwuT/c

MuHuManbHble TpeboBanus: Intel Core 13, yactoTta He MeHee 2 [Tu. O3Y
He MeHee 16 6anT. HecTkuit auck. CBo6oaHOro MecTa Ha AUCKe He MeHee
100 lbuT (parinosas cuctema NTFS). Bugeoagantep v MoHUTOp.
CeteBas kapta 100/1000 Méut/c

[a (master/slave, Ha ypoBHe KoHTposiepa)

[a (master/slave, Ha ypoBHe KOHTponnepa)

[a (Ha ypoBHe KoHTponepa)

[a (Ha ypoBHe KoHTponIepa)

Het

Het

[a (knueHT/cepBep)

[a (knueHT/cepBep)

M3K-101, M3K-104, SQL, CMNOA3C (Ha ypoBHe KoHTposniepa).
4acTHOPUPMEHHBIE MPOTOKOJIbI (Ha YpOBHE KOHTposepa) — 6onee 50 wr.

M3K-101, M3K-104, SQL, CNOA3C (Ha ypoBHe KoHTponnepa).
YacTHOPMPMEHHbIE MPOTOKOJIbI (Ha YpOBHE KOHTposnepa) — 6onee 50 wr.

[apaHTuiiHOEe 06CnyKMBaHWe: 1 rog

[apaHTuniiHoe obcnyKunBaHve: 1 rog

[emo- u trial-Bepcun

[emo- u trial-Bepcun
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