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B cTatbe pazbepemcst, UTO [OMKHbL 3HATH KOMTMaHUM 0 KMHepHe30TacHOCTU TIPOMBILLITIEHHBIX CeTe:
TIPELJIOXUM YETKWUI aJIFOPUTM W CYLLECTBYIOLLNE UHCTPYMEHTEL

Y crienmanuctoB 1o kubep6e3oracHo-
CTU HET eINHOI0 aJITOPUTMA JIeCTBUH,
BCe paboTAIOT [I0-Pa3HOMY. ATEHTCTBO
1mo kubep6e30macHOCTH U 3aL[UTe
uudpacrpyxrypsr CIITA (CISA) exe-
MeCSYHO IyOIUKYeT IepedeHb HOBBIX
YSA3BUMOCTEI, CBSI3AHHBIX C OIlepaIin-
ounpimu Texaonorusivu (OT), u pexo-
MEH/IAIINH [0 UX YCTPaHEHHUIO.

Hexoropsre o611i1e BOpocs! Kubep-
6€30I1aCHOCTH pelliaeT BHeIpPeHHe TeX-
HIYeckux Mopener «umyctpun 4.0»,
[IPUHIUIIOB HHTE/UICKTYJIBHOTO IPO-
M3BOJICTBA WU MCIOIb30BAHME IIPO-
MbInIeHHOTO «HTepHeTa Bermei»
(IIoT). PaccMmoTpuM, Kak UMEHHO MOXK-
HO YZIOBJIETBOPSITH HOTPeOHOCTH OU3-
Heca U B TO JKe BPeMsI CMAr4aTh PUCKU
kubeparax.

CTPATEIr'MH OBECIIEYEHHSA
KHBEPBE3OIIACHOCTH

VcTaHoBNeHUe 4YeTKUX mpaBui
WU ClelOBaHUE UM

I[Tpexxe Bcero, HEOOXOTUMO 3aKpe-
IIUTH OTBETCTBEHHOCTD 3a paboTy
HPOMBIIIIJ'ICHHOﬁI ceTn OpFaHI/IBaIU/II/I
3a OIpelleIeHHBIM OT/IEJIOM HIIH CITe-

IIHAJIICTOM, IaB YETKHE OTBETHI Ha CJie-

IYIOIIre BOIPOCHL

° Krto numenno JOOJI>KE€H BBIIIOJIHATH
obecredenne 6e30IaCHOCTH CETH:
WT-otmer, mraTHbIe Be6-MacTepa Wik
HEIIOCPEICTBEHHO PabOTaOLIIHe C IIPO-
MBIITEHHOH CEThIO HHKEHePhI?

* Bce nu puckm yuuThIBalOTCA Npu
COCTaBJICHHH OTY4ETOB PYKOBOTUTEILIM
orzenos UT u kubepbesomacHocTr?

+ IIpoxomsr i 06ydeHNe [0 IPaBUIIb-
HOII ceTeBO¥ paboTe BCe COTPYI-
HUKHU, 9b OEATCIBHOCTDb TaK HJIN
MHadYe CBsS3aHa C HCI0JIb30BaHUEM
IIPOMBIIIUIEHHOI CeTH?

+  CBOEBPEMEHHO JI IOBOJIUTCS IO HUX
HOBas nHbOpMarus o kubep6eso-
MTACHOCTH?

+ KaxuMm ompeneneHHbIM cTaHIApTAM
1 TpeGOBaHUAM IOJUKHA OTBEYATD
IIPOMBIIJIEHHAA CETh U KaK UMEHHO
IIPOBOJUTD KOHTPOJIb COOTBETCTBH?

ITo mepe TOTO Kak IPOMBIIIJIEH-

HBIE CETH CTAHOBSITCS 4eM-TO 6OJIb-

MM, HEKeJIH IIPOCTO CPEICTBO CBA3N

yCTpOI;ICTB o) o4 praBHeHI/IH TEXHOJIOTH -

YeCKHMH IIPOI[eCCaMHt, IPOU3BOJCTBO,

KakK HpaBI/IHO, paCHIT/IpﬂETCH. Bxrouenue

HOBBIX y4aCTKOB TaKXe HeOOXOIHMO

YYUTBIBATh [IPH Pa3paboTKe CTpaTeruu
kubepbesomnacHocTu. Bee chopmymmpo-
BaHHBIC ITpaBUJIa JOJIKHbBL 6])IT]) TIIa-
TEJIbHO 330Ky MEHTHPOBAHBI.

O1ujeHKa TeKylIero ypoBHS
KubepbesomnacHocTn

Mmuorue perienus kubepbesomnac-
HOCTH, TaKue KaK, Hal[pUMep, CHCTEMBI
obHapysxenus sropxxenuii (IDS'), npen-
I[10JIaTAIOT, YTO yIPABJIEeHHE CETEBOI
nH(PACTPYKTYpPOil TOIKHO OCYIIIeCT-
BJIATBHCA TOJIIBKO ‘Iepe3 KOMMYTaTOpI)I.
Y106l COOTBETCTBOBATH HIPABUIY
CeTeBOM M30JIAINN, OTH KOMMyTaTOpBI
IOJDKHBI IMeTh 60JIee pacIINpPeHHBII
(byHKI[IOHAI, He TIPOCTO CBSI3BIBAS OTHO
ycrpoiictBo ¢ npyruM. [Tepen Haganom
J060T0 IPOEKTa [10 BHEIPEHHIO HOBBIX
pettenunit B obmactu kubepbezomac-
HOCTHU UJIA IIPU USMEHEHUU CeTeBOM
APXUTEKTYPbI HEOOXOAUMO OLEHUTD
CYIL[ECTBYIOLIIUE CEeTeBble KOMMYTaTOPbI
1 yCTaHOBJIEHHOE aHTHBUPYCHOE IIPO-
rpammHOe obecredenne. He crenyer

'1DS (aHm. Intrusion Detection System ) — cucrema o6HapyeHuA
BTOPHKEHYA. 370 MPOrPaMMHOE U anMapaTHoe CPEfiCTBO,
MpefHasHa4eHHoe ANA BbIABMEHNA ¢6KTUB HEaBTOPM30BaHHOMO AoCTyna
B KOMIbIOTEPHYHO CUCTEMY WK CETb mbo HECaHKLWOHMPOBaHHOI
YNpaBAeHA UMM, B OCHOBHOM Yepe3 MTeper. — M. nep.
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IPOIYCKATh KOKYIIHECsS MaTIOBOKHBIMHE
YIaCTKH CETH, IOTOMY 4TO B JaTbHET-
I11eM OHH MOTYT ObITh MOJIePHU3HPOBA-
HbI U CBSI3aHBI ¢ TexHOMOrHsIME «VIH/Ty-
crpuu 4.0» win IToT.

Omnpenenure, CKOJIBKO CBOOOIHBIX
[IOPTOB MMeETCsI y BCeX KOMMYTAaTOPOB,
€CTh JIM Y HUX IOJJIeP/KKa HeOOX 0¥~
MBIX TEXHOJIOTUIl X KAKKM 0OPa3oM ocy-
IIIeCTBIISIETCS X ypasieHue. OTMeTbTe,
ecyu 6yny T OOHAPY/KEHbI KOMMYTAaTOPBI
C 3aHSTHIME IIOPTaMU 6€3 BO3MOKHOCTH
YIQJIEHHOTO TOCTYIIA WK He paboTaro-
1mve ¢ BUpTyaubHbIMU ceTsiMu (VLAN).
[TosyveHHBIe CBEIEHNS MOKHO HCITOb-
30BaTh B [IOCJIEYIOIIEM YBeInIeHNH
CeTH, 3aMeHsIsI ceTeBoe 000pPyIOBaHMe
TaM, rj1e 910 Heobxoaumo. OTcyTcTBHe
TOYHOTO OHUMAHUSI CJIAGBIX MeCT, NMe-
FOIIMXCS B HACTOSIIIIEE BPEMsI, MOKET
HPUBECTH K OIMIHOKaM IPOCKTHPOBAHNUS
[IPU MOJIEPHU3ALUY U, KaK CIIEICTBIE,
K HeOOOCHOBAHHBIM 3aTPaTaM.

Pacuer ceTeBOoM
UHPpacCTPYyKTYpLL € 3amMacom

TIpoBOIUTH OPraHU3ANUI0 KIbep-
6€30I1aCHOCTH, OCHOBBIBASCh TOJIHKO
Ha CYLIeCTBYIOIIeM 060PyIOBaHUI
u [1O, — HemaaIbHOBUIOHBIN ITOAXOL.
Heob6xonumo Y4YUTHIBATH BHEJpEHUE
HOBBIX TEXHOJIOTUI B Gy/IyIIieM, paccau-
TBHIBASI CETEBYI0 HHMPACTPYKTYPY C 3a1a-
coMm. JloGaByieHne HOBBIX YCTPOCTB
U pelleHuil B TedeHue OIIKalImx
TPeX-IISITH JIET He JOJDKHO CKa3bIBAThCs
Ha [IPaBUJIBHOM 9KCIUTYaTaIluU CETH.

IIpoMBIIITIEeHHBIE CETH — 3TO
He TOJIbKO OPraHu3aIus 0OMeHa JaHHbI-
mu 1o Ethernet wiu o 6ecripoBogHO
cBsi3u Wi-Fi. Kpaitae BaxHO, 4T06BI Bee
3aJleI‘;ICTBOBaHHbIe B HpOI/IBBO,E[CTBeH‘
HOM IIPOIIeCCe CETH, B TOM IHCIIe pabo-
TaIoIIKe ¢ TOMOIIbI0 GSM-yCcTporicTB,
LoRaWAN, LE Bluetooth u mo6sie npy-
rue crerugIIHble IPOTOKOIbL, OBIIH
BKJIIOYEHBI B IJIaH 110 00eCIedeHnI0
Kkn6ep6e30macHOCTH.

PazBuTHe MPOM3BOICTBA HEMHUHYEMO
IpUBEIET K YBeTMICHHIO KOJINIeCTBa
MIOZIKJTIOYEHNUTT ¢ OGJIATHBIME CEPBHUCA-
MU, B CETH YIaCTUTCS [Iepefada «CTOPOH-
HHX» IIAKETOB IAHHBIX OT IPYTHUX CIIYKO
n uepes MHrepHer. PagpaboTka crparernn
KkubepbesonacHocTn Ge3 yueTa B3auMO-
IIeICTBUSI C HHTEPHET-CePBICAMHE Y CIIOXK-
HUT YCTPaHeHHe yrpo3 B OyayIieM.

IIpoBepKa BO3MOXXHOCTEN
KubepbesonacHocTn

[axe campble HOBBIE U 3(pPeKTUBHBIE
pettienns B 06acTy Knbep6e30macHOCTH
Gecrione3Hb! Ge3 HajIeKalLel peainsa-
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LAY, TaJIbHENAIIEeH IOIePIKKA U 06cny—
skuBaHUSL. JJOJDKHO chopMUPOBATHCS
[OHUMAHHUe, IJIsI KOTO IIpeHa3HAuYeHO
TO WJIN HHOE PellleHNne 1 KaK OHO OyzieT
9KCILTyaTHPOBATHCSL. [ 0TOBA 11 OpraHu-
3anust IPOBOAUTD 00y YeHH e IepCOHAA
UK JKe JTyYIIie HAaHATh OTEIBHOTO CITe-
I[IAJIICTA, CIIOCOOHOTO 0OCTYKUBATh
HEIAaBHO BHEJPEHHbIE HHCTPYMEHTEI
kubep6eszomacHoctu? [IpemycMorper
I HeOOXOIMMBIN OIOIKET Ha IO -
nepskky? Kakoit mo/mkHa GbITH peaKifis
Ha oOHapy)KeHHe HapyIIeHNs B 2 Jaca
Houn? Kaxue o6s3annoCTH GynyT y mep-
CoHasa, paboTaoIIero Ha 0OCITyKUBa-
HUU PeaIn30BaHHOrO penteHus? OTBe-
THI Ha 9TH BOIIPOCHI IIOMOTYT ObICTpee
BBISIBUTDH CJ'Ia6bIe MecTa B CTpaTerI/II/I
110 obecriedeHuI0 Kn6epOe30acHOCTH.

KOHKPETHBIE PEINTEHHUA
Kpome nepedncieHHbIX 6a30BbIX

CTpaTeruil, HOBBICUTH KubepbHeso-

[IaCHOCTb MOTYT NOIOJHUTEIbHBIE

Mepbl. PacckaskeM 0 deThIpex Ham-

60iee BaKHBIX.

1. CermenTupoBanue ceru. Eciu
YCTPOMCTBA B MPOMBIIIJIIEHHON
cetu ci1abo pasmeseHBl MEXIY
c060I1, XOPOIIIMM HaIaJIOM IIOBbI-
1reHnst kubep6esomnacHocTu 6yer
co3naHue GONIbIIeH CerMEHTAINHI
IJTs1 NCKJTIOYEHMST TOTEHI[HAIBHBIX
HeCaHKLH/IOHI/IpOBaHHI)IX TIOJKJIIOYIE-
Huit. Kpome cyskeHusI IIPOKOBeIIia-
TeJIBHOTO KaHaJIa, KOT/[a [lepeiaBae-
Masi 110 ceT! HH(OPMAIIHs JOCTYIIHA
IUISI TpHeMa BCeM YJacTHHUKAM CeTH,
CerMeHTaIysa MOKET CTaTh He0OX0-
IAUMBIM YCJIOBHEM ISl YCTAaHOB-
K1 OpaHIMaydpa M yIHTBIBATHCS
B CTaHAApTax 0e30MaCHOCTH, TAKUX
kak ISA/IEC 62443. KoMmmyTaTopsl,
He [OJI/Iep)KUBAIOLIIIe BUPTYaJIbHYIO
cerb VLAN, HY>KHa10TCsI B 3aMeHe.

2. daitepBoJIbL. Y CTAaHOBKA MEXKCETEBBIX
9KPAHOB MEXy TIPOMBIIIIEHHON
1 0(PUCHOI CeTsIMU — ellle OIUH
XOPOIIHI IIar JJIs1 OTPaHUIeHNUS
HOJKIIOYEHNUS K YCTPOUCTBaM U 000~
pynosanuio. Ciregyer BoIOUpATh
6paHmMayIpbI, KOTOPbIE OAICPIKU-
BAIOT [IPOMBIIIIJIEHHbIE IIPOTOKOJIBI
CBSI3U U MOTYT OBITh HACTPOEHBI
B COOTBETCTBUU C TpeOyeMOoii Ipo-
IIYCKHOM CIIOCOGHOCTBIO ¥ KOJIIe-
CTBOM HeOOXOIUMBbIX TTOLKTIOUCHIUI
B OyZyIIeM.

Pasmerrienne aitepBosa HyKHO
HHaHI/IPOBaTb Tak, ‘IT06I)I MUHUMU-
3UpOBATh Iepe6ou B HOPMAJIBHOI
pabore ceru. CieyeT 0CTOPOXKHO
IIPUMEHSATH HOBbIE IIPaBUIa (PUIIb-

IIPOMBINJIEHHBIE CETH

TPAIHH, I03TAITHO GIOKUPYSI Hepac-
MMO3HAHHBIE TIONKIIOYeHUsT. Mex-
ceTeBbIe 9KPAHBI MOTYT CIYXKUTh
cpencrBoM obecredeHust Gesomac-
HOTO I[OCTyHa K HPOMLIH_UICHHBIM
CeTsIM U3BHE C [TOMOII[bIO UCTIOJb-
30BaHUsA BUPTYaabHOM YaCTHOM CETH
(VPN). Or0 mo3Bonurt mepepaboraTsh
CYILIeCTBYIOII e TEXHOJIOTUH Y-
JIEHHOTO [OCTyma U 00beJUHUTH
UX B IIEHTPAIM30BaHHYIO U yIIPaB-
JISIEMYIO CHCTEMY.

Cucrembl 0OHAPYKEHUS/TIPETOT-
BpAIlleHVsI IPOHUKHOBEHUS B CETb.
Kaxk mpaBuiio, cucreMsl 06HapysKe-
HUS WK [PeIOTBPaLleH sl BTOP-
sxerust (IDS/IPS) ananusupyior
CeTeBOI TpadHK U IPeAyIPEKIAIOT
0 HEU3BECTHBIX, TOJO3PUTETHHBIX
WJIN HEOXKUIAHHBIX COOBITUSAX.

ILJ'IH YeJIOBEKO-MaIllIMHHBIX I/IHTep‘
(eticos (HMI) u cucrem nucrieTde-
pusarun u cbopa ganHbIX (SCADA)
BO3MOXKHO BKJtoueHue host-based-
ayreHTuduKanuu (6e3 BBOJA I0TU-
Ha ¥ 11apoJisi) IPH YCJIOBUHU, U4TO
samuTHOe [10 He Hapymaer pa6o-
Ty Bceit cucteMbl. COBpeMeHHBIE
IIPOAYKTBI CUCTeM OOHApY>KeHUs/
[IPeIOTBPAIEHNs TPOHUKHOBEHNUS
nMeroT PyHKIIMOHAT CaMO06y IeHNS,
aHAIU3UPYsI pabOTy CeTU U KOPPEK-
THPYsI CIIICOK CIIEHApUeB, ONpee-
JISIeMBIX KaK MOTEHI[UAIBHO OIac-
Hble. B 3aBHCHMOCTH OT KOHKPETHOI
IDS/IPS-cucTeMBI MOXKeT IOTpe-
60BaTbCs U3MEHEHHE HACTPOEK
CeTH, 3aMeHa KOMMYTaTOPOB HJIH
mobaBiieHIe MEKCETEBBIX 9KPAHOB.
060 Bcex 0COOEHHOCTAX HEOOXOI1-
MO [IPOKOHCY/IBTHPOBATHCS € [IOCTAB-
ITHUKOM JJaHHBIX HpO]IyKTOB.
ITporpaMMHO-KOH(DUTYpUpyeMble
cetu (SDN, software-defined
networking). [ljs opranusanuii,
CTpeMsIIIuXcst 06eceInTs 6oee
TOYHBIIT KOHTPOJIb HaJl 0OOMEHOM JjaH-
HBIX, XOPOIIUM peIlleHueM CTaHyT
[IPOrPaMMHO-KOH(UTYpHUpyeMBbIe
cetu. B aToM ciydae kaxxgomy
YCTPOJICTBY WIIH TPYIIIIe YCTPOICTB
6yzmeT paspelieHo IPOU3BOLAUTD
06MeH JaHHBIMH TOJBKO Yepes
OTIpefieIeHHbIE TOPTHI MIIN MPO-
TOKOJIbI, KOTOPbIE IIPEyCMOTPEHbI
koHburypanueit. Jlst peaausanun
TaKOTO IIOAXOMa MOTYT IOTpe6o-
BaThCsI HOBbIE KOMMYTATOPBI U CIIe-
[AATU3UPOBAHHbBIE KOHTPOJIIEP-
KOMMYTaTOpr, HO HpeI/IMyU_IeCTBa
C TOYKU 3peHust 6e30I1acHOCTH Iepe-
BEIIIUBAIOT CJIO)KHOCTH, CBA3AHHbIE
C YCTaHOBKOH 1 HacTpo#koii. @
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