EDGE-KOHTPOSIIEPI B COBPEMEHHOM
CUCTEME YTPABNEHNA BOAOCHABHEHWEM

MAHHMIII IAPMA (MANISH SHARMA)

ABTOMAaTU3aLIVA U yTipaBjieHne HOBOW paCHpeﬂeﬂMTeﬂbHOV{ CUCTEMON BO,ZLOCHa6>KeHVlF[

B 1<py1'[He17L]_LIeM TTPOeKTe ropoaCKOro pasBUTUA CTABAT CBOU 3aa"4 U OTKPbIBAOT HOBbIE
BO3MOXHOCTU. 3aJ10KEHHbBIE TIPEVMYLIECTBA MOTI'YT ObITb OOCTUTHYTBL 1 B TIPDOEKTAX MOOEPHU3ALINN
CNCTEM aBTOMaATUN3aLlUN.

PUC.1. V¥

«BHeLwwHMiA KoHTYp»

1 «CNOiA PeKOMEHaLMI»
110BEPX TUMMYHOTO KOHTYpa
yrpaBneHus
«BUMY-MyMat0-

fienaio» — YacTb
TeXHONIOr MK
Edge-KoxTponnepa

CPLA10 komnanuw Emerson
PACSystems. U3obpaketnsa
npefocTasnensl Emerson

B o6iracTi aBTOMAaTH3aIUN 1 YIIPAB-
JIEHUS pacIpenesieHueM BOIbI BO3MOXK-
HOCTb PabOThI HaJl HOBBIMHU IIPOEKTa-
M ¢ By («rpuHII») B CPaBHEHUH
C MOJIepPHU3ALIHEI IeHICTBYIOIIIX 00BEK-
TOB («6payHMMWII») TaeT BOSMOXKHOCTh
Hpeﬂﬂo)KI/ITb peLHeHI/Ie C HpI/IMeHeHI/IeM
11 () POBBIX TEXHOJIOTHIT, KOTOPOE 3AJI0-
JKEHO B IIPOEKT, a He IPEJIIIoJIaraeT Aopa-
60TKY CyIIeCTBYIOLIETO PEIIeHSL.

JIJ1st NEDKUHUPUHTOBOM KOMITAHUH,
KOTOPOW ITOpy4YeHa CUCTeMHas MHTe-
Ipalysi TAKOTO IPOEKTA, «IPUHMUIIY
mpepcraBisieT co6oii, B paMKax G-
JKEeTHBIX U BpeMeHHbIX OrpaHPI‘IeHI/IfI,
BO3MOJKHOCTb [IPUMEHEHHs HOBBIX TEX-
HOJIOTHIA, TI03BOJISTIOIIUX O TUMHU3UPO-
BATb IIPOU3BOUTEILHOCTD, YMEHBIIIUTD
3aHIMAEMYIO IUIOIA/Ib, YIeCTh TEKyIIIIe
u Oynyire Tpe6GOBaHUS K CHCTEMaM
1 06eCIednTb yCOBEPIIEHCTBOBAHHBII
MeXaHHU3M 06CTy)KUBAHUS U OKCIITya-
TallUU HA MeCTaX. DTHX IPEUMYIIeCTB
IOCTATOYHO, YTOOBI 3aCTABUTD JII060-
TO CHCTEMHOTO HHTErpaTopa elile pa3
B3IJIIHYTh Ha IIePelOBbIe CHCTEMbI aBTO-
MATH3AINH 1 yIPaBICHISL

BbI30BOM 1 BO3MOKHOCTBIO ITOCTPO-
UTh «TPUHOUII» SIBISETCSA TPOEKT
Neom — KpyITHEHIIINI B MUPE TPOEKT
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BHewhve [laHHble

HOBOTO TOPOJICKOTO Pa3BUTHSI, CTPOSI-
muiicst B Caynosckoit Apasun. [Ipoekt
IIpeCTaBIIsieT COOO0I Merarouc, BKIIO-
YarOLIWIA KPYIIHbIA IEHTP TOPOJIa, a TAK-
JKe OCTPOBA, IUISDKH U ropsl. Kommanus
Drakken, 6asupytormasics: B [ly6ae (OAD),
6b11a BBIOpaHa B Ka4eCTBe OCHOBHOTO
noxpsiparka 1o apromarusanuu (MAC)
111 00€eCTIedeH sl aBTOMATU3AI[H CUCTe-
MBI Bofiopacnpezienenus Neom.

MPEATIOCBIIIKH

Cucrema Neom HpoTSIHYJIach IIpUMep-
HO Ha 65 kM (40,4 MiIH) 0 IpHbpex-
HOI1 MECTHOCTH 1 Ha 75 KM (46,6 Mun)
10 TOPHOI MeCTHOCTH, 06ecIednBast
IIMPOKUIT IUATTA30H IKOJIOTHIECKUX
Harpy3ok. FICTOYHIUKOM [IPecHOi BOIbI
SIBJISIETCST OLIPeCHUTEIIbHAS YCTAaHOBKA,
a CICTeMa BKIIIOYaeT B cebst TpyOoIpo-
BOJIBI, HACOCHBIE CTAHIINHU U Pe3epByapbl
17151 XpaHeHHs BOJBL. B yc1oBusIx crpo-
SIIIIETOCSI TOPOZia CUCTeMa BOJLOCHA0-
KeHHs nopaet 6omee 50 600 M*/cyTkn
OIPeCHEHHOI BOJIBI B OCHOBHYIO 30HY
3aCTPOVIKH 17151 CTPOUTENIBCTBA U [IOTPe-
6JIeHNS TIOIbMUA.

It obecredeHust BOTOCHAOKEHUS,
HeOOXOJIIMOTO BO BPeMsI CTPOUTENIbCTBA,
a TakoKe JUIs1 TOATOTOBKHM K PACIIAPEHHI0
Gynyuiux noTpeGHOCTel, KOMIIAHUN
Drakken Tpe6oBanach crcrema yrpas-
JIEHUS U KOHTPOJI BOLOIPOBOTHOM
ceTH, 00eCIIeINBAIOLIAst MUHUMAJIbHbIE
HOTEePH BOMIBI U3-3a yTeUeK 1 HCIIAPEHHISI.
Taxkas cucrema 10JDKHA OJIEP/KUBATH
MacIITabupyeMoe pellleHe B yCIOBH-
SIX CJIOKHOTO IIePecedeHHOTo pebeda,
KOTOPOEe MOJKHO OBbLIO ObI pacIIupsTh
[0 Mepe MHTEeHCHBHOTO CTPOUTEIBCTBA
HOBBIX 00beKTOB. KpUTHIHOCTD ITPOEKTa
Tpe6oBaIa, ITOOBI CHCTeMa yIIPaBIIeHsI
1 KOHTPOJIS 6blIa Knubepbe3omacHot
1 o6ecrieqnBaa BLICOKYIO HOCTYIIHOCTD

6e3 cooeB. OHa MoJKHA OBLIA COSUHATD
Pa3pO3HEHHBIE CHCTEMBI CTOPOHHUX
[POM3BONKTENIENT, Pa3BepHYThIe B 0OLIeit
ApPXUTEKTYPe, U [IPeyCMaTPUBATH e~
HbIil MOHUTOPHHT U YIIPABJIeHHeE.

EDGE-KOHTPOJIJIEPBI
C BOSMOXXHOCTAMH ITJIK
ITockoNbKy HPOEKT ObII HOBBIM
1 He TpeGOBAJI HHTErPALIUK YCTapeBIiIe-
ro o6opymoBanust, kommanust Drakken
HCII0JIb30BAJIA ISl CHCTEMBI PacIipe-
meseHus: Bojbl edge-KOHTPOJUIEPEL.
Takast koHpUTrypanus o6beqUHSIET
,[[eTepMI/IHI/IpOBaHHoe n HeﬂeTepMI/I‘
HHUPOBAHHOE yIIPABJIEHNUE B PEaTbHOM
BpeMEHU B ONHOI TMIIEPBU3OPHOM
niaatdopme, obecreduBast BOZMOXK-
HOCTH IIPOTPAMMEPYEMOTO JIOTHYe-
ckoro kouTposiepa (ITJIK) u morpa-
HUYHOI KOMIIBIOTEPHON CHCTEMBI
B O/IHOM YCTPOJICTBE, 4TO [I03BOJISIET
COKOHOMMUTH SanaTbI, MecTo, BpeMH
U CHUSHUTH CJIOKHOCTH HHTEIPALIUH.
Texnosorust edge-KOHTPOJIIEPOB
BKJII0YaeT «BHEIIHUN KOHTYpP»
1 «YHPABJISIOIIHNI CIOT», PacIoo-
JKEHHBIN ITOBEPX KOHTYpa ylpasJje-
HUSL «BIDKY-yMalo-fenao» (puc. 1).
Ecn BHeNTHUIT KOHTYD HapyIIaeTcs,
TO [€TepMUHUPOBAHHOE YIIpaBJIeHUe
B peaIbHOM BPEMEHH OCTAaeTCsI He3aTpo-
HYTBIM. DTa BO3MOKHOCTb [I03BOJISIET
I10J1b30BATEJISIM [IOJKIIIOYATHCS K JIF060-
My yI0GHOMY 00JIaTHOMY CepBHCY, pa3-
pabaTBIBATh U 3aITyCKATh IIPUIOKEHHUS
i1t 06paboTKM JaHHBIX Ha 6age Linux
COBMECTHO C CHCTEMOI YIIPABJICHNUST JUIST
OITHMU3ALMH [IPOLECCOB U YIIydIIIeHNsI
peayinbTaToB. CodeTaHne aHATUTUKH
IAaHHBIX B paMKax edge-TeXHOIOTUH
U YIPaBIEHUS B PeabHOM BpeMeHH
MI03BOJISIET MOAYIaTh HH(POPMAIHIO
B peaJbHOM BpeMeHH, 06eCIIeYnBaTh
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rUOKOCTD, OIePAIIUOHHYIO 9 (eKTUB-
HOCTB 1 [IOCTUTATh 60jIee BBICOKMX [TOKa-
3aresteil 9 ek TUBHOCTH aKTUBOB. Tex-
HOJIOTWSI KOHTPOJIIepa UMeeT 6a30ByIo
CKOpPOCTh cKaHUpoBaHus 10 200 MKC,
[epeKJII0YeHre IPOUCXONUT ObICTPO,
KaK OJHO CKaHUPOBAHHE, C JeTePMH-
HI/IpOBaHHI)IM praBHeHI/IeM.

ITpenycTaHOBIICHHOE TIPOrPAMMHOE
obecriedeHne TeXHOJIOTUH YIIPABICHHUS
no3BojsieT komnanuu Drakken ucrions-
30BaTh KOHTPOJIIEP B PA3INIHBIX BapH-
aHTaX, HAIPUMep B Ka4ecTBe COIPO-
eccopa Linux, JIOKaJIbHOTO CETEBOrO
YeJI0BeKO-MAaIINHHOTO nHTepderica
(HMI), perucrpaTopa — 4epHOT0 SIIH-
Ka ¥ PETHCTPATOPA JAHHBIX, 4 TAKXKE JULST
YIQJIEHHOTO OTIOBEIICHHUSI.

Komnauus Drakken BHempura
addexTrBHOE TporpaMMHOe obecre-
YeHue mjst I/IHTerI/IpOBaHHOFO YHpaBHe‘
HUS AKTHBAMHU B PaMKax BCEro IPOEKTa
C IIeJTBIO COKPAIIIEHNUS KOJIMIeCTBa OTKA-
30B, a TaKXe [ obecriedeHus obIie-
r0 KOHTPOJISI U POBOTO COCTOSHUS
1 IpOUIAKTHICCKOTO U MPEIUKTUB-
HOTO 00CITY>KUBAHUSL.

KoMIaHus TakKe MCIIONb30BAIA
cucTeMsl yrpaBiaeHus 6osee deM Ha 20
HACOCHBIX CTAHIMSIX U B [IEHTpe pacrpe-
JeJIeHUs BOABI JIJIs1 KOHTpOHfI pa60TbI
HACOCOB U KJIANaHoB. [IJIs yIoBeTBOpe-
HS TPeOOBAHMI K OKCILTYaTal[MOHHOM
TOTOBHOCTH peU_IeHI/IH 110 praBHeHI/IIO
BKJIIOYAJIU BCTPOEHHYIO N30LITOYHOCT.
PesepBHbIe BBOJBI IUTAHUS 0bectie-
4uBalOT G0JIee BHICOKYIO TOTOBHOCTS,
HAaJIeKHOCTD U [IPOU3BOAUTEIHHOCTb.
TexHOIOTHS OBICTPOrO BOCCTAHOBJICHHS
CeTH IO3BOJISIET 3AIMUTUTE KPUTHIe-
CKH BOKHbIE TPIJIOKEHS OT TTepe6oes
B paboTe ceTH WK BpeMeHHBIX COOeB.

CBOP
H OHUJIBTPALIUSA NAHHBIX
Edge-xoHTpOIepBI, yCTaHOBIICHHBIE
Ha K&KIOM 00beKTe, COOMPAIOT, aHAIIH-
3upyIoT U GIIBTPYIOT OllepaTHBHBIE
JaHHBIE Ha IBIDKKe LiNUX 1 TOTOBBI K 11071~
KJIIOYEHHUIO ¥ OTIIpaBKe MHGOPMAIIK
B 06:1ako 1o mporokory MQTT (message
queuing telemetry transport). Heo6xo-
IUMOCTD B3aUMOJIEVICTBUSI C [IINPOKUM
CIIEKTPOM YCTPOMCTB CTOPOHHUX IIPO-
U3BOJMTEIIEN!, TAKMX KaK PACXOLOMEpHI,
CHCTEeMBI PAIOYACTOTHON HIeHTH(DHKA-
nun (RFID) Ha KaKIOi CTaHIMN CHCTEMBI
toukoit ouncrku (TFS — trickling filter
system) 1 MHOTHe IpyTHe, IoTpeGoBaia
OT CUCTEM pranIeHI/IH n HpOFpaMMHOFO
obecriedenust THOKOCTH 1 B3aMMOJIeli-
CTBUSI C yCTPOVCTBAMHE 1 CHCTEMAMU JIHC-
I1eTYePCKOr0 KOHTPOJISL, UCIIOJIb3Y IOLLMH
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ITPOMBIILIEHHBIE KOHTPOJIJIEPBI

CTaHIAPTHBIE TIPOTOKOJIBI CBSI3H JULSI 00e-
CTIeYeH s MAKCUMAJTbHON COBMECTUMOCTH
U IIPOCTOTHI 9KCIUTyaTal(iy. BapuaHTst
IpoToK010B BKyo4aoT: DNP3, IEC 61850,
IEC 104, HART pass-through, EGD, SRTP,
Modbus-TCP/RTU, Profinet u OPC UA.
KOHTpOJIIepBI OCYIIIECTBIISIIOT BBICOKO-
CKOPOCTHOIT COOP TAHHBIX U yIPABJICHUE
B CJIOXKHOU apPXHUTEKTyPe C HeCKOJIbKAMU
OTITOBOJIOKOHHBIMU KOJIBIIAMM, CIIONb-
3ysl pa3/IMYHbIe IPOMBIIILICHHbIE IIPOTO-
KOJIBI IJIS1 IOZIKJTIOueHus 6ostee yeM k 500
BHEIITHIM yCTPOICTBaM (puc. 2).
Kommanus Drakken Boi6pana mis
B3AaUMOJIENCTBUSI C KOHTPOJIEPAMHU
COBPEMEHHYIO IIPOTPAMMHYIO IIJIaT-
dbopmy Ha 6ase cucTeMbl nuCIIETIEP-
CKOTO yIpaBJieHHs U c60pa JaHHBIX
(SCADA), B ToMm umciie 6aarogaps
ee MacITabupPyeMOCTH, TO3BOJISIO-
II1eH TOANeP>KUBATh HEOTPAaHIIeHHOE
KOJIMIECTBO METOK Ha Pe3epPBHBIX Cep-
Bepax. [IporpammHoOe obecedeHne
cobupaeT U aHAIUSUPYeT JaHHbIE IS
06HapY/KeHNS U JIOKATHU3AINA YTeIeK
110 BceMy TPyOOIIPOBOAY depe3 KaKble
10 m. [lanHbIe, IOTy4YeHHBIE C IIOMO-
IBI0 METOK, XPAHATCS B TEUCHUE TIATH
JIET, IPOTHOSUPYIOTCS Ha CITydail cOoeB
7 UCIIONB3YIOTCA IS YIPEKIalole-
TO yCTPaHEeHNUS HEUCIIPABHOCTEN, YTO
103BOJISIET TOBBICUTH 3 (DEKTUBHOCTD
WCITOTb30BAHMUS KallUTajIa, CHUSHUTD 9KC-
IUTyaTal[HOHHBIE PACXOIBI U YCKOPUTH
OKyIIaeMOCTb HHBECTUIIHIL.
ITnatopma aBTOMATHIECKH HMITOP-
THPYeT METKHU IIPOTrPaMMUPYeMBIX JIOTH~
geckux KoHTpostepos (IJIK), mpemor-
Bpaliast OIIHOKYE ¥ 9KOHOMS BpeMs
BBOJa B 9KcIuTyaTanuio. Kondurypa-

Y5 Be6-KIMeHTa IIPOTPaMMBbI II03BO-
JIA€T OCYIIECTBIIATE YIaleHHbIN JOCTYT
Jepe3 060 MOOMIBHOE YCTPONICTBO.
3HAYIMOCTH BO3MOKHOCTH YaeHHO-
ro goctyra GyzieT Bo3pacTaTh 10 Mepe
YBEJIMYEHNUS Pa3MepPOB U CIIOKHOCTH
CHCTEMBI BOTOCHAOKEHHS.

VCJIOBHSA PABOTBI

17151 yIOBJIETBOPEHHS CAMBIX Pa3HBIX
Tpe6GOBaHMIT K OKPY KaIOIIIel cpefie KoM~
manust Drakken ucronbpsoBaa cucreMsr
YIpaBJIeHH s, pabOTAIOIIIe IIPU TeMIIe-
parype —40...+70 °C c MOMeHTa 3aITycKa
7 B IWAIa30He BIAKHOCTA 5-95% 6e3
KoHpieHcarun. CoBpeMeHHas TeXHOJIOTUsI
YIIpaBJIeHNUsI [I03BOJISIET PAGOTATH B KC-
TPeMabHBIX YCIOBHX 63 HCIoIb30-
BaHUS BEHTWIATOPOB, KOTOPBIE MOTYT
BBIITH 13 CTPOsL. B oTymirdme ot crarmapt-
HBIX KOHTPOJLIEPOB, TPeOYIONIHX IPOC-
CeJIMPOBAHUS 1711 PaBOTHI B yCIOBUSIX
CIUTBHOTO HAarpeBa, HOBasl TEXHOJIOTHSI
HO3BOJISIET CUCTEMaM YIIPaBJICHMS CTa~
6WIBHO (PYHKIIMOHUPOBATDH IIPH OYEHb
BBICOKIX TeMIIepaTypax, He CHIDKas
9 dEeKTUBHOCTH YIIPaBICHUSL

B armapatype yrpaBieHus TPeyCcMO-
TPeHBI BUOPOYCTOIINBbIC KOMIIOHEHTHI
1 COEJIUHEHNST, ITO CBOJUT K MUHHMYMY
KOJIMYeCTBO OTKA30B 1 00ecrednBaeT
HaJIe)KHYIO paboTy B yCIOBUSAX OBICTPO-
rO IBIDKEHUSI, ePeMeIIMBAHIS UK
BBICOKOH y/lapHO# Harpy3ku. Herposo-
nsitee KOH(OPMHOE ITOKPBITHE CO3TAeT
SALTUTHBII Gapbep s AMEKTPUICKUX
KOMIIOHEHTOB OT 3arpsI3HEHHs], BJIarH
U KOPPO3UH, BOSHUKAIOIINX B TsDKe-
JIBIX MUIM OKCTPeMabHBIX yCIOBHIX
9KCIUTYaTAlUH.
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18 | NMPOMBIIIIEHHBIE KOHTPOJIJIEPBI
LlenocTHocTb M KOHGMAEHUMANEHOCTD
LlenoctHocTb coobiuenmii coobuexit
lpunosenve EQ lpunosenme lpunorkene 0
1 2 3
[NloBepexHoe [loepetHoe
MPUNOMKEHNE MPUNOMEHNE
BpenoxocHas
[ ] [ ]
TonbKo — HaCTpOiiKa — Moanucato
nofNMCaHHble a E W 3aWndpoBaHo
‘ x Kanan
He YCTaHOBNEH
06Hapy»eHbl L HeBo3MokHO yBUaETD
U3MEHeHUs i coobuueHms,
B coo6ueHnn | BesonacHbiii Kanan besonacHblii Kanan 06Hapy»eHbl Niobble
U3MEHeHus

PUC.3. A
be3onacHblii 06MeH
coobuenusmm B Emerson
PAC Security Center

OBECIIEYEHHE
KHUBEPBE3OIIACHOCTH

B nomosnnenne Kk ¢pusngeckoit 6e30-
nacHocr Neom TpeGoBasIach HajieXKHast
kubepsarnura. CucreMa, pean30BaHHasI
kommanwert Drakken, ncrionsayer duto-
coduto secure-by-design (6ezomacHoro
[IPOEKTUPOBAHISI), BKIIOTAsI MOTYIIb
nosepennoi miarpopmsr (TPM),
GesomacHy1o 3arpysky u 6esomacHoe
o6HoBeHne npornuBKe. KoMILTekcHast
crparerust 6e3011aCHOCTH IIPefyCMOTpe-

Ha Ha BCeX YPOBHSX — OT allllapaTHOTO
" IporpaMMHOro 06@CH€'—I€HI/IH 10 KOM-
MYHHUKAIWI U TIpolecca pa3paboTku
(puc. 3).

CI/ICTeMa I/ICHOHI)SYCT TEXHOJIOTHUIO
6€30MacHOTO TPOEKTUPOBAHUS, YTO
IIO3BOJIACT HpOBepHTb u HOﬂTBep)K'
OaTh IEJIOCTHOCTD JKU3HEHHO BaKHBIX
KOMIIOHEHTOB CACTEMBI. 3all[UAIIeH-
HbIC KOMMYHI/IK&HI/II/I CHOCO6HI)I Ipe-
JIOTBpaTI/ITI) HeCaHKIII/IOHI/IpOBaHHI)Iﬁ
IOCTYI 3JI0YMBIIITEHHUKOB K KOH-

224

tposutepy. Ceprucuxanus Achilles
2 rapaHTHPYeT 3aL[UTy OT Kubepa-
TaK THIIA «OTKa3 B 00CIYKMBAaHUN»
(DoS) mnu «4es0BeK MmocepeiuHe»,
a TaK)Ke OT HECAHKI[MOHUPOBAHHOTO
U3MEHEHHS MUKPOIPOTPAMMHOTO
obecriedeHn .

Putem Konrtpakrtop (Ritesh
Contractor), MeHeI)Kep 10 Pa3BUTHUIO
6usneca kommnanuu Drakken, ckazain:
«ITepemoBele perreHus: B 00JacTH
YIIPaBIeHUS TOTHOCTHIO 00beINHSI-
10T BOZOPACIPENeTUTENbHYIO CeTh IS
Neom c momompio pazsuroro MuTep-
HeTa, obecIednBas MUHIMAaJIbHbIE
LOTepH BOABL, BhIBOAL Neom Ha mepe-
IOBBIE TO3UINU B 06JIACTH BOITHBIX
TEXHOJIOTUI U TapaHTUPYS BHICOKYIO
9KOJIOTHUYHOCTDY.

XoTst HEeMHOTHE CUCTeMHBIe HHTe-
TPaTOPHI CTATKUBAIOTCS C HEOOX0nU-
MOCTBIO aBTOMATH3AINH U YIIPaBJIe-
HUSI HOBBIM TOPOZIOM, MPHJIOKEHUE
Neom eMOHCTpUPYeT IIaru, KOTO-
pble MOXKeT MCIIOIb30BATh JII060I
cucTeMHBINN uHTerpaTtop. Ilpu-
MeHeHUe HOBBLIX TeXHOJIOTUI IS
MOMIEPHHU3AI NN paHee CIPOEKTU-
POBAaHHBIX CHCTEM MOXeT obecre-
YUTh MOTEHIHAIBHYIO 9KOHOMHUIO
IMPOCTPAHCTBA U CIOKHOCTH, ITO
CIIOCOOCTBYET 9KOHOMHUH CPEICTB,
CHIDKEHHIO PUCKOB U MOBBIIICHHUIO
ypoBHs 6e3onacuoctu. @
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